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Series Overview LPC5500
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Launched February 2019

Unique Security Enhancements

A cornerstone to establishing device trustworthiness is NXP's ROM-based secure boot process that utilizes
device-unique keys to create an immutable hardware ‘root-of-trust’. The keys can now be locally generated on-
demand by an SRAM-based Physically Unclonable Function (PUF) that uses natural variations intrinsic to the
SRAM bitcells. This permits closed loop transactions between the end-user and the original equipment
manufacturer (OEM), thus allowing the elimination of third-party key handling in potentially insecure
environments. Optionally, keys can be injected through a traditional fuse-based methodology.

Furthermore, NXP's SEE improves the symmetric and asymmetric cryptography for edge-to-edge, and cloud-to-
edge communication by generating device-unique secret keys through innovative usage of the SRAM PUF. The
security for public key infrastructure (PKI) or asymmetric encryption is enhanced through the Device ldentity
Composition Engine (DICE) security standard as defined by the Trusted Computing Group (TCG). SRAM PUF
ensures confidentiality of the Unique Device Secret (UDS) as required by DICE. The newly announced solutions
support acceleration for asymmetric cryptography (RSA 1024 to 4096-bit lengths, ECC), plus up to 256-bit
symmetric encryption and hashing (AES-256 and SHA2-256) with MbedTLS optimized library.

“Maintaining the explosive growth of connected devices requires increased user trust in those devices," said John
Ronco, vice president and general manager, Embedded & Automotive Line of Business, Arm. "NXP's
commitment to securing connected devices is evident in its new Cortex-M33 based products built on the proven
secure foundation of TrustZone technology, while incorporating design principles from Arm's Platform Security
Architecture (PSA) and pushing the boundaries of Cortex-M performance efficiency.”
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Subject to Change

NXP LPC5500 MCU Series — Roadmap

Common Platform Architecture for Complete Scalability Area & Performance Efficient

Common features
LPC55S8x/8x across families

Rich Graphics « FS USB (wo xtal)
Up to 180 MHz Cortex-M33 (dual, PQ)

Advanced Up to 1280KB Flash/512KB SRAM « HS USB with PHY*
Efficiency & Display Controller & Graphics Accel.
Integration Trust Zone & Security (‘S’ version) * 50MHz SPI,
LPC55S6x A db:&iisgé/nzas « Up to 8/10 Serial
High Efficiency ; Interfaces
Up to 180 MHz Cortex-M33 (dual, PQ)
100 MHz Cortex-M33 (dual, PQ) Up to 1280KB Flash/512KB SRAM (F|eXCOmm)
Up to 640KB Flash/320KB SRAM 100Mbps Ethernet, Dual CAN-FD, SDIO ,
SDIO . . Trust Zone & Security (‘S’ version) * I13C interface
Trust Zone & Security (‘S’ version) (LPC557X/8X families)
LPC55S2x/2x _
Mainstream * Up to 2Msps 16-bit
Balanced 100 MHz Cortex-M33 SAR ADC
Up to 512KB Flash/256KB SRAM
SDIO « Comparator
Security (‘S" version) » Temperature Sensor
roduct & RTC
LPC55S1x/1x S
Baseline :. *+ 1.8t0 3.6V
|
Entry 100 MHz Cortex-M33 :: . -40 t0 105 °C
Up to 256KB Flash/80KB SRAM e
Single CAN2.0 y-2oduction |1 *not available in all packages
Samples
I I
2018 2019 2020

10Ku S/R is budgetary range; will vary for specific package/memory variants
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LPC55S6x Product Overview

Core Platform

Core Platform

System Control

Programmable Features

Timers

Interfaces

Securit

fill
L]

Up to 100MHz Cortex-M33

- TrustZone, MPU, FPU, SIMD
Up to 100MHz Cortex-M33
Coprocessors

- DSP Accelerator

- Crypto Engine

Multilayer Bus Matrix

Memory

Up to 640KB FLASH (includes PFR)
Up to 320KB RAM
128KB ROM

Timers

5 x 32b Timers
SCTimer/PWM

Multi-Rate Timer

OS Timer

Windowed Watchdog Timer
RTC

Micro Timer

Interfaces

USB High-speed (H/D) w/ on-chip HS PHY
USB Full-speed (H/D), Crystal-less

SDIO, Support 2 cards

1 x High-Speed SPI up to 50MHz

8 x Flexcomms support up to 8x SPI, 8x 12C, 8x

UART, 4x I2S channels (total 8 instances)
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Advanced Security Subsystem

* Protected Flash Region (PFR)

* AES-256 HW Encryption/Decryption
Engine

+ SHA-2

+ SRAM PUF for Key Generation support

* PRINCE - On-The-Fly Encrypt/Decrypt
for flash data

+ Secure debug authentication

* RNG

Analog

+ 16b ADC, 16ch, IMSPS
* Analog Comparator

* Temperature Sensor

Packages
« LQFP100
* VFBGA98
« LQFP64 or QFN64

Other

* Programmable Logic Unit

* Buck DC-DC

* Operating voltage: 1.8 to 3.6V

* Temperature range: -40 to 105 °C




NXP’s LPC5500 Product Spotlight: Bringing Intelligence &
Efficiency to the Edge

Single & Dual-core Cortex-M33 MCU Series

- 755 CoreMarksl1 and 32uA/MHz2 for leading
performance efficiency

- 10x improvement for signal processing & cryptography
- TrustZone + Secure Execution Environment (SEE)

- Rich integration to connect and control

- MCUXpresso Ecosystem with HW & SW scalability

1: 2xCM33 @ 100MHz, 2: 1xCM33 @ 100MHz

(



NXP’s LPC5500 Leading Performance Efficiency
Benchmarks

ARMV8-M

Architecture B Cortex-M33

B cortex-M23

B Cortex-M3
I Cortex-M4
)
=<
]
=
o
(@]
@)
LPC55S6x STM32L5xx SAML11 [STM32F405xx"STM32L4xx
Coremark 755** 427.25™ 84.54** 557.76” 404.8**
Frequency 100MHzt 110MHz 32MHz 168MHz 120MHz

UA/MHz (Active)  32uA/MHz* 60uA/MHz 25uUA/MHz 517uA/MHz  43uA/MHz
*1XxCM33@100MHz T Dual-core "Estimated by NXP ** Source: http://www.eembc.org/coremark/index.php
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NXP LPC5500 MCU Series: MCUXpresso Software & Tools
Ecosystem

Complimentary with Extensive Support

ARMKEIL
m MCUXpresso SDK - MCUXpresso IDE

SDK IDE_

SIAR
SYSTEMS

. MCUXpresso Config Tools

_CFG

Hardware Platform for Ease of Development

* On-board debug circuit
« PCB Layout, Schematic and Board Files Available

Simplify secure embedded development; Reduce time to market.

LPC5500 MCU Series
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LPC5500 Series Security Resources (as of 4/2019)

Elementl4 Secure your Sensor with LPC5500

series
Embedded World: LPC5500 Security white
2anel L PC55569 Security Solutions for loT

Arm+NXP Webinar on LPC5500

L PC55Sxx usage of the PUF and Hash
Crypt to AES coding

L PC5556x Secure GPIO and Usage

LPC55Sxx Secure Boot
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../Documents/EWC2019_4.1_Extend MCU Security Capabilities_SaurinChoksi_v3.pdf
https://pages.arm.com/webinar-recording-achieving-secure-execution-environments-typ.html?aliId=eyJpIjoiOVVaTjEwY2tuRXNSQ3czUSIsInQiOiJIeVwveVQrbjNkUFRtandKK1NkYktKQT09In0%3D
https://www.nxp.com/docs/en/application-note/AN12326.pdf
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=https://www.element14.com/community/external-link.jspa?url%3Dhttps://event.on24.com/wcc/r/1930506/1925ECCB75B686564A6B5D80A42DCD14&eventid=1930506&sessionid=1&key=1925ECCB75B686564A6B5D80A42DCD14&regTag=&sourcepage=register
https://www.nxp.com/docs/en/application-note/AN12278.pdf
https://www.nxp.com/docs/en/application-note/AN12324.pdf
https://www.nxp.com/docs/en/application-note/AN12283.pdf

Hardware Protected Keys Webinar Series

This webinar meets 3 times.

Tue, Apr 16, 2019 10:00 AM - 11:00 AM CDT
Tue, May 21, 2019 10:00 AM - 11:00 AM CDT
Tue, Jun 18, 2019 10:00 AM - 11:00 AM CDT

Part 1: Utilizing hardware protected keys on broad market Microcontrollers ReCO rd N C]

For the loT Edge device, the cryptographic keys used to perform the services such as encrypted boot, onboarding, and over the air updates are critical components that
must be protected. Chip level hardware protected keys are the standard for achieving strong security protection for embedded designs. This session will define what a
hardware protected key is and show several examples of how these keys are realized on NXP processors. The i.MX RT 1050 family of devices will be used as a real world
example of how Intrinsic ID Broadkey® SRAM based PUF can advance your loT Security.

Part 2: Using hardware protected keys on state of the art Microcontrollers

For the latest microcontrollers addressing loT applications, hardware protected keys address critical security functions to protect application integrity, software
confidentiality and encrypt data at rest. This session will explore the ability of the recently launched NXP loT microcontroller, LPC5500 series. This family of devices will
work as the main processing unit for a broad range of loT applications and integrates breakthrough capabilities with regards to security. Along with Arm TrustZone
technology the SRAM PUF based key management makes security easy to use and easy to deploy.

Part 3: Advanced loTl application key management based on hardware protected keys

The recently launched NXP loT microcontroller, LPC5500 series, works as the main processing unit for a broad range of loT applications. Along with Arm TrustZone®
technology the chip supports SRAM PUF based key management. The product includes a software development kit (MCUXpresso SDK) that contains prebuilt applications
to demonstrate edge to cloud connections out of the box. With the integrated security technology and software enablement, the LPC5500 makes security easy to use and
easy to deploy. Join this session for a quick run through the demo applications available to kickstart your next loT designs.Less
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https://register.gotowebinar.com/register/1573479602243378433?source=Social
https://register.gotowebinar.com/recording/3188955753671610881
https://register.gotowebinar.com/recording/3188955753671610881

Security Technology
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Security Model

Policies

The rules in place that
identify the data that
should be protected

For example

The management of
firmware, secret keys,
user and application data
Passwords, personal
Information, network
credentials

Threat landscape

The definition of the attacks
and attackers that the end
device will face and protect
against. Considers the
access to the device, and
cost of the attack

For example

Expert attackers who will use
off the shelf tools to gain
access and insert malware

Methods

The means by which the
policies for the device are
enforced. Involves the
application of security
technology to achieve

product goals

For example

Disabling debug access to
restrict the availability of
secret data on a processor

COMPANY PUBLIC | 12 4\



NXP Security Technology

Manufacturing Secure
Protection Boot

Virtualization/
HW Firewalls
7

Key

Revocation

Documentation & Certifications
Security Reference Manual
App. Notes

Community

Secure
Storage

Software &Tools
Linux BSP/MCUXpresso

Code Signing Tools
Manufacturing Tools
Key Serial Download Tools

Protection
/

Hardware

CAAM, DCP, Casper, Prince
CSU/RDC, MPC, PPC
SNVS, PUF
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NXP Solutions for Edge Computing

loT Nodes

{9
A

&

i,

()

NXP SW Platform .
_ Thin
Middleware Edge

RTOS Agent

\l
O o NEW:
SEO050

:

3

Edge Gateways

HOME ETHERNET
GATEWAY SWITCH

C N

WIRELESS INDUSTRIAL
ROUTER CONTROLLER

>~
Customer Solution

App App App
NXP SW Platform
Middleware Edge

RTOS, Linux, Android  Agent

Cloud Infrastructure
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NXP for Secure Deployment from Edge to Cloud

May Functionally Overlap

IDENTITY SERVICES RUNTIME SERVICES

Unique D
Key Storageé

Authentica-n(;nme u Protected
.n establis ica : Connections

NXP loT Security ICs:

Security Hardening on

ﬁ%(l)g_l Authenticator MCU/MPU Egv:secg/llgnagement
SE050 NXP Processors segeseale

\
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http://www.nxp.com/a71ch
https://www.nxp.com/products/identification-and-security/authentication/secure-authenticator-ic-embedded-security-platform:A1006
http://www.nxp.com/a71ch
https://www.nxp.com/products/identification-and-security/authentication/plug-trust-enhanced-iot-security-with-maximum-flexibility:SE050
https://www.nxp.com/products/processors-and-microcontrollers/arm-based-processors-and-mcus:ARM-ARCHITECTURE
https://www.nxp.com/support/developer-resources/run-time-software/linux-software-and-development-tools/edgescale-for-secure-edge-computing:EDGESCALE

Protected Over the Lifecycle* of the Cryptographic Keys

Key Lifecycle
° Generation Generation
- Who/what creates the key material

« Establishment

- How the key material is shared or
signed between entities

- Storage

- Where the key material is placed for
future access

- Use

- How the key is utilized during the
cryptographic processing

« Decommission

- Revocation and destruction of key
material

Establishment

Storage

Decommission

*Key Lifecycle https://community.nxp.com/docs/DOC-333095
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https://community.nxp.com/docs/DOC-333095

Protected From Attacks

Generaﬁon} Malicious manufacturer steals secrets during the provisioning process

— Ectablishment } Failure of the Certificate Authority or device database attacks

Storage) Reverse engineering of silicon hardware or software

[ Side channel attacks during cryptographic
Use processing

Decommission } Theft of device before destruction
of secrets

L |
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LPC55S6x Product Overview

Core Platform

Timers

Interfaces

System Control

il
||

Programmable Features

Core Platform
* Up to 100MHz Cortex-M33
- TrustZone, MPU, FPU, SIMD
* Up to 100MHz Cortex-M33
» Coprocessors
- DSP Accelerator
- Crypto Engine
* Multilayer Bus Matrix

Memory

* Up to 640KB FLASH (includes PFR)
* Upto 320KB RAM

+ 128KB ROM

Timers

* 5x32b Timers

* SCTimer/PWM

* Multi-Rate Timer

* OS Timer

* Windowed Watchdog Timer
« RTC

* Micro Timer

Interfaces

* USB High-speed (H/D) w/ on-chip HS PHY

* USB Full-speed (H/D), Crystal-less

+ SDIO, Support 2 cards

* 1 x High-Speed SPI up to 50MHz

* 8 x Flexcomms support up to 8x SPI, 8x I12C,
8x UART, 4x I?S channels (total 8 instances)

COMPANY PUBLIC | 18

Advanced Security Subsystem

* Protected Flash Region (PFR)

* AES-256 HW Encryption/Decryption Engine

* SHA-2

+ SRAM PUF for Key Generation support

* PRINCE — On-The-Fly Encrypt/Decrypt for
flash data

+ Secure debug authentication

* RNG

Analog

* 16b ADC, 16ch, IMSPS
* Analog Comparator

* Temperature Sensor

Packages
« LQFP100
* VFBGA98
« LQFP64 or QFN64

Other

* Programmable Logic Unit

* Buck DC-DC

* Operating voltage: 1.8 to 3.6V

* Temperature range: -40 to 105 °C




Advanced Security LPC5500
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NXP LPC5500 MCU Series: Security Subsystem Overview

- ROM Supporting
- Secure Boot, Debug Authentication & DICE Engine

- TrustZone for Cortex-M33 ROM Firmware
Arm’s Security Attribution Unit (SAU)

Debug Authentication DICE Engine
Arm’s Memory Protection Unit (MPU): Secure & Non-Secure =

NXP’s (implementation) Defined Attribution Unit (using IDAU interface) - —
TrustZone for Cortex-M33
NXP’s Secure Bus, Secure GPIO & Secure DMA Controllers MPU-S

- Cryptography Accelerators IDAU Secure Bus Ctrl 4 { Secure GPIO J | Secure DMA }

Symmetric (AES-256) & Hashing (SHAZ2) engine
On-the-fly flash encryption/decryption engine (PRINCE) Cryptography Accelerators

Asymmetric engine for RSA and ECC (CASPER)
Random Number Generator (RNG) SHA2 CASPER PRINGS 4

- Secure Storage
- Physically Unclonable Function (PUF)
= Device unique root key (256 bit strength), 64-4096 bit key size
- Protected Flash Region PUF with
- RFC4122 compliant 128-bit UUID per device Dedicated RAM
= Customer Manufacturing Programable Area (Boot Configuration, RoT key
table hash, Debug configuration, Prince configuration)

PUF Key Store (Activation code, Prince region key codes, FW update key encryption
key, Unique Device Secret)

= Customer Field Programable Area (Monotonic counter, Prince IV codes)

~ Secure Storage

Protected Flash Region (PFR)

COMPANY PUBLIC | 20 x



Security Technology: PUF

Manufacturing
Protection

Secure
Boot

Secure
Storage

Key
Protection

Key
Revocation

COMPANY PUBLIC

21




HW Protected Keys: Hardware PUF

Recently launched LPC5500 family also makes use of PUF technology on the
microcontroller in addition to other security capabilities

Unique Security Enhancements

Core Platform Timers

A comerstone to establishing device trustworthiness is NXP's ROM-based secure boot process that utilizes
device-unique keys to create an immutable hardware ‘'root-of-trust’. The keys can now be locally generated on-
demand by an SRAM-based Physically Unclonable Function (PUF) that uses natural variations intrinsic fo the
SRAM bitcells. This permits closed loop transactions between the end-user and the original equipment
manufacturer (OEM), thus allowing the elimination of third-party key handling in potentially insecure
environments. Optionally, keys can be injected through a traditional fuse-based methodology.

Furthermore, NXP's SEE improves the symmetric and asymmetric cryptography for edge-to-edge, and cloud-to-
edge communication by generating device-unique secret keys through innovative usage of the SRAM PUF. The
security for public key infrastructure (PKI) or asymmetric encryption is enhanced through the Device Identity
Composition Engine (DICE) security standard as defined by the Trusted Computing Group (TCG). SRAM PUF
ensures confidentiality of the Unique Device Secret (UDS) as required by DICE. The newly announced solutions
support acceleration for asymmetric cryptography (RSA 1024 to 4096-bit lengths, ECC), plus up to 256-bit
symmetric encryption and hashing (AES-256 and SHA2-258) with MbedTLS optimized library.

“Maintaining the explosive growth of connected devices requires increased user trust in those devices,” said John
Ronco, vice president and general manager, Embedded & Automotive Line of Business, Arm. "NXP's
commitment to securing connected devices is evident in its new Cortex-M33 based products built on the proven
secure foundation of TrustZene technology, while incorporating design principles from Arm's Platform Security
Architecture (PSA) and pushing the boundaries of Cortex-M performance efficiency.”
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SRAM PUF Overview

)
; ; O..o.
Leverages the intrinsic 1 . Process Variation 3 038;3;23‘.’30
entropy of the silicon ®000%°
manufacturing _ o
process Nat.urglly occurring
variations in the attrioutesof ...
transistors when chips are :
Device unique, fabricated (length, width,
unclonable fingerprint thickness)
derived on every
aCtlvatlon Of the PUF ..................................
_ 2 SRAM Start-up Values
PUF master key is
used to protect other Each time an SRAM block
secrets powers on the cells come up

as eitheralora0

Silicon Fingerprint -

The start-up values create
a random and repeatable
pattern that is unique to
each chip

4 /+ SRAM PUF Key
The silicon fingerprint is turned
into a secret key that builds the
foundation of a security
subsystem
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Using PUF Technology

No secrets stored on chip

SRAM Start-up
Pattern

....:.:.:.. ‘ SRAM PUF IP AC= Helper Data

°~:~.
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SRAM PUF Disruptive Physical Protection

Security

A

SRAM PUF Technology

« Key generated by device
entropy

* No traces of sensitive data
in the embedded system

Other Solutions

« Key programmed externally

« Permanent physical
alteration

« Key visible in structure

Cost

COMPANY PUBLIC | 25
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PUF Based Key Management on LPC5500 Series

Protected Flash Area

(F) Helper data to allow a
device to build its PUF master
key which is used to protect
other Key Codes

0x0009_DEOO
0x0009_DFFF =

L = A ,_
L%
- “/’

0x0009_E1FF

0x0009_E3FF

Key code for a Key Encryption

0x0009_ESFF Key that protects SB2.x files

0x0009_EBFF

Dedicated space for an AES
protected key code

0x0009_FFFF

/
/ _
/ '//

CFPA Customer Field Programmable Area
CMPA Customer Manufacturing floor Programmable Area

COMPANY PUBLIC | 26



PUF Based Key Management on LPC5500 Series

Protected Flash Area (L) Lifecycle management of
PUF, block future
0x0009_DEOO cryptographic context
0x0009_DFFF | 3 . generation for the device

0x0009_E1FF

0x0009_E3FF

DICE related key code:

Trusted Computing Group
0x0009_ESFF :
documentation

0x0009_EBFF

Dedicated space for PRINCE
region key codes (128bit)

0x0009_FFFF

CFPA Customer Field Programmable Area
CMPA Customer Manufacturing floor Programmable Area
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Command Line or GUI Options for PUF Provisioning

{ elftosb-gui
File About

Select target device:

|LPC550x

Image Device
Device configuration
Connection

® VART O uss

‘Baudrate /57600 |
BusPal
[] BusPal

Key Store Security
Key Store
SRAM PUF Enroll

(2018-11-16 13:55:23) >> Iblhost\Mn\blhosLoxo V-p COM32.5-7600 - key-provisioning en
la

Inject command

Ping responded in
28 =

E Envoll o5
Keys Inje
[ sexex
o
cq

"SBKEK file: ... Towkkaquggace/keys/sbkek.txt

[ PRINCE region 0 key
[ PRINCE region 1 key
[J PRINCE region 2 key
[CJ uos

Export
[ To nenvolatile device memery
*Memory ID: [0

] To host computer for later use:

Framing protocol version = 0x50010300, options = Ox0

'xey-provisioning’

Successful generic response to command 'key-provisioning'
0,009 ssconds

statua = 0 (Ox0) Success.

(2018-11-16 13:55:23) >> |\blhostiwin\blhost.exe -V -p COM?32,57600 — key-provisioning set_user_key 3 ".\temp\tempS|

1l attempt (s)
* Ox50010300, options = Ox0

sioning’

e to command ‘key-provisioning'

)) bytes to the target.
mand ‘get-property (max-packet-saize)’
.

'key-provisio ning

uccess.

Stiwin\blhost.exe -V -p COM32,57600 key-provisioning write_key_nonvolatile 0 |

't (s)
* Ox50010300, options = Ox0
1ioning’

e to

command ‘key-provisioning'

Scalable methods for
Instantiating device
unique keys which are
protected by PUF
technology

“Using A1 silicon we are
working on enabling
support for Untrusted-CM
manufacturing. When that
happens device unique
key store( PUF activation
code, Prince keys and
device key with NXP
certificate) is pre-
programmed in PFR. ©
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Secure Boot & Encrypted Execution

Secure
Boot

1
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Challenge: Asset Protection

- On-chip non-volatile storage is used for
storing Important assets
- Secret keys
- Proprietary SW from OEM and Silicon Manufacturer
- Application code
- Other sensitive information

- Prone to attacks with malicious intent
- Reading the code for cloning
- Tampering for
= lllegally gaining trust
= Changing execution sequence
= Changing programming value
- Stealing keys

« Solution

- Encrypt the code stored in Flash
= System performance cannot be compromised

NSA releases Ghidra, a free software
reverse engineering toolkit
. - gl |

MR FROM CATALIS CIMPAMNY

Dachar Huls hach ssposed dats of
190,000 1mers

Slack wawms Evewsiore of & igh sick of
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PRINCE for Encrypted Execution

- Is a cryptographic algorithm developed by NXP + 2 Universities
- https://eprint.iacr.org/eprint-bin/getfile.pl?entry=2012/529&version=20140612:115014&file=529.pdf

- A light-weight symmetric block cryptography algorithm
- 64b block cipher, with 128b crypto key
- Same HW block supports encrypt and decrypt

- Real-time
- Low latency decryption, no additional cycles added to read path (compared to 10-14 cycles in AES)
- No initialization time
- Combinatorial logic

- Efficient
- Low cost (Si area)
- Power efficient
- No RAM buffers needed

L |

COMPANY PUBLIC | 31 4


https://eprint.iacr.org/eprint-bin/getfile.pl?entry=2012/529&version=20140612:115014&file=529.pdf

LPC555xx Encrypted Flash Regions

- Data stored in Flash is encrypted version

- Supports 3 regions in 640KB Flash Region-2
- Each region is be at 256KB Address boundary 128KB
- Allows multiple code images from independent source
to co-exist Region-1
- Secret-Key and IV Pair per region 256KB
- Register programmable crypto-enable bit
per sub-region |
: . Region-0
- One register per region 256KB
- Each sub-region has 8kB granularity
- Settings can be stored in PFR and be applied by ROM

- Cached data in FMC (cache) is obscured
further using XOR mask with random
number

OXOFF FFF

0x80000

0x40000

0x0

COMPANY PUBLIC
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LPC555xx Secure Boot ROM Features

 Support secure boot
- Booting of Public Key signed images

- Support booting from encrypted Prince regions

- Support Public Keys & Image Revocation

-Up to 4 RoT keys
-Up to 16 Image key certificates

- Support pre-configuration of TrustZone-M Settings

COMPANY PUBLIC | 33
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LPC555xx Boot ROM Block Diagram

Boot Loader
(Initialization, Part config, Startup, ROM Patch)

Peripheral Interfaces
L dlae Command & Data

Processor (ISP)

* Command phase state machine
« Command handlers

SPI slave

Abstract byte and
packet interfaces

Secure Boot Library

mbedTLS

ROM API
(Flash, USB, Power, Security)

Memory Interfaces

Flash

Recovery
SPI flash

[
[

interface

Intrusion Protection

TrustZone-M MPU =SCEll2 |
tracker |
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Security Technology: Trustzone

Virtualization/

HW Firewalls
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Virtualization/Hardware Firewalls

Protect from Software & Remote Attacks

Challenges

- Protect from software attacks
- Buffer overflow
- Interrupt/Starvation
- Malware Injection
- Meet minimum latency requirements

of real time systems while crossing
boundaries

LPC55S69 Solution
- Based on Cortex-M33 with ARM’s

Trustzone technology

- NXP’s Light weight device attribution unit to

simplify setup process

- Two factor isolation protection built in AHB

secure bus control with
- Peripheral Protection Checkers
- Memory Protection Checkers

- GPIO Masking/isolation

- Interrupt Masking/isolation

- Master Security Wrapper for other masters
- Secure configuration locking
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Virtualization/Hardware Firewalls
Secure AHB Bus Matrix

- Has Security side band signals otet3] (0] owe] [ cter ...
- HPRIV, HNONSEC | SAUl
. dPgtlgc?iré% anti-pole version of signals used for tamper CO T [msw] [msw] [Hsw] —Seoure Multilyer AHB
@ |a Matrix
0 LI | |
. PPC per AHB slave port i & ElR Fon eren
1 ) ! ROM
- Default security level checking i HERIY B Memary
- Provision to check both security & privilege levels (R — ~ ) . SRAM Nemory
] . i h LE § ! lemo
. MPCs for memories and bridge ports 5 0T e
- Default security level checking i ™ e EI I T I I
1 — | SCT FlexComm
- Provision to check both security & privilege levels | L Bl o | —
: o = : Bridge e
- Each master has separate security s » » ME ] —
wrapper (MSW) bomommmmmooooosooocooooooooooooooe ' —— ...
imer

COMPANY PUBLIC | 37



Virtualization/Hardware Firewalls

Memory Attribution

- NXP’s Light weight device
attribution unit

- Address range 0x0000 0000 to
Ox1FFF_FFFF is Non-Secure

- Address range 0x2000 0000 to
OxXFFFF_FFFF

= |f Address Bit_ 28 = 0 Non-Secure
= |f Address Bit 28 =1 Secure

- All peripherals and memories are aliased
at two locations

- LPC55569 supports 8 SAU
regions

Lightweight Device Arbitration Unit
OXFFFF_FFFF
Secure 256MB
0xF000_0000 } PPB
Non Secure 256MB
0xE000_0000

Secure 256MB n

0xD000_0000

Non Secure 256MB

0xC000_0000

Secure
256MB

256MB

0xB0O0O_0000
Non Secure

0XA000_0000 — Ext Memory (unused)

Secure 256MB

0x9000_0000

Non Secure 256MB

0x8000_0000

Secure 256MB

0x7000_0000 256MB

Non Secure

256MB Peripherals
256MB

256MB Data

256MB

256MB Program
256MB
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0x6000_0000
Secure

0x5000_0000
Non Secure

0x4000_0000
Secure

0x3000_0000
Non Secure

0x2000_0000
Non Secure

0x1000_0000

0x0000_0000



Virtualization/Hardware Firewalls

ROM Configuration of Trustzone

During boot process Trustzone
preset data can be provisioned by
the zero stage boot (ROM)

- This ensures that before any software

runs on the device, TrustZone settings
are pre-loaded

- This extends the TrustZone protections
from the very start

TrustZone preset data

LPC55Sxx ROM provides support for TrustZone data configuration during boot pi
The TrustZone preset data includes:

* VTOR, VTOR_NS, NVIC_ITNSO, NVIC_ITNS1 (CPUO) registers
VTOR (CPU1) register

Secure MPU

* Non-secure MPU

* SAU

Secure AHB Controller

If the TrustZone preset is enabled, the ROM, after image validation, configures al
TrustZone related registers by data, provided at the end of the image. If any regis
whole peripheral has lock feature and corresponding bit is set, the register is also
so any further register modification is not possiple until next reset.

This feature increases robustness of the user application since the user applicatio
into pre-configured TrustZone environment and it doesn't need to contain any Trt
configuration code.
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Virtualization/Hardware Firewalls

Secure GPIO

- GPIO Read
available on
microcontrol

path is always
a standard

er

- Secret data could be accessible
from this read path

- With Secure

GPIO

peripheral, when
SEC _GPIO MASK Is

cleared, the

read path from

pins is blocked

Digital

(UART,SCT...)

SEC_GPIO_MASK=1
Figure 5. Usage of SEC_GPIO_MASK

SEC_GPIO_MASK =0 >

Digital
peripherals(S)
(UART,SCT,et

SEC_GPIO_MASK =0
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Security Technology: Secure Debug

Documentation

Security Reference Manual
App. Notes

Community

Software &Tools
Linux BSP/MCUXpresso

CST
Manufacturing Tool
SDP/Blhost

Hardware

CAAM, DCP, Casper
CSU/RDC, MPC, PPC
SNVS, PUF

Secure

Debug
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Secure Debug
Debug Protection Mechanism

Challenges

- Only authorized external entity
allowed to debug

- Permit access only to allowed
assets

- Support Return Material Analysis
(RMA) flow without compromising
security

LPC55S69 Solution
- Supports RSA-2048/RSA-4096 signed

certificate based challenge response
authentication to open debug access

- Provides individual debug access

control over partitioned assets

- Provides flexible security policing

- Enforce UUID check
- Certificate revocations

- OEM customizable attribution check (model
number, department ID etc)

- Security policy fixed at manufacturing
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Secure Debug
Debug Authentication Flow

0 Start Debug Mailbox Exchange
@) SYS_RESET_REQ

&) Debug Authentication Start (DBG_AUTH_START)

* Create DAC based on DCFG

@ Debug Authentication Challenge (DAC) * Generate 16bytes of random
challenge vector

* Find matching DC

» Sign Challenge vector

* Create DAR

@ Debug Authentication Response (DAR)

+ Validate DC
» Validate DAR challenge data
» Opens debug access per credential
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Secure Debug
Debug Protection Mechanism

Debug Credential (DC) Certificate PKI for Secure boot and Debug
I— - Same Root of Trust Private
keys are used to create the
e o | DC signature

RoT KeyOhash (SHAZ)

- Options for HW and SW
constraints

e - Device Unique ID bound

e
e - Level of Debug access

Modules: 2014 hits
Exponent: 32 bit

- Mass erase enable

Signature

Fig 190. Debug Credential certificate fields
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Secure Debug
LPC55Sxx Debug Domains — SoC Credential Constraints

DC HW Credential

SWCLK TRACECLK

Constraints e TRACEDATA(-3] - Configuration Control

NIDEN - Non-secure non-invasive debug. ‘ \

DBGEN - Non-secure invasive debug Cortex-M33 ETM - Fields in Customer

SPNIDEN - Secure non-invasive debug A i Programec_l PI’O'[EC'_[

SPIDEN - Secure invasive debug uCortex-M33 Flash Region provide
_ | AP control of the sub-

TAPEN - TAP. (Test Acc-ess P.omt) controller domains

uDBGEN - Micro-CM33 invasive debug Debug Mailbox _ Disabled permanently

uNIDEN - Micro-CM33 non-invasive debug ISP-AP Enabled after debug

authentication

[

DC SW Credential LPC55Sxx
Constraints - Enabled permanently
ISPEN - ISP boot command
_ _ JTAG_TCK, - Other controls
- JTAGTMS, .
Egrlirl\rl]anlzclleld Return Analysis mode g oy _ Enforce UUID checking

- Revoke debug keys
MEEN- Flash mass erase command
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Secure Debug
Debug Authentication for RMA Use Case

0 OEM generates RoT key pairs and
programs the device before shipping.

- SHA256 hash of RoT public key hashes

© Field Technician generates his own key
pair and provides public key to OEM for
authorization.

© OEM attests the Field Technician’s public
key. In the debug credential certificate he
assigns the access rights.

© End customer having issues with a locked
product takes it to Field technician.

© Field technician uses his credentials to
authenticate with device and un-locks the
product for debugging.

DCKpyp,
Field
9 Technician I
Q.

lI
Customer ‘
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Conclusion
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Summary

- LPC55S69 provides rich peripheral interfaces and security features
needed for todays IoT applications.
- PUF based key protection
- ROM enabled key management

- Arm Trustzone for cortex-M enhances protection from scalable
remote attacks
- Enforced for the CPU and the SoC microarchitecture (i.e. Secure GPIO)

- Secure Debug capabilities address the usability of security enabled
systems

- Enabled by ROM
- Using the same PKI as Secure Boot
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