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What you should get from this class

- Understanding of the MCUXpresso suite of tools and software are
and what they can do to help in product development

- Understanding of the new Trusted Execution Environment
configuration tool — what it does and how it helps

- Hands-on experience of building, debugging and developing an
application with secure and non-secure elements

-
| 2 |

COMPANY PUBLIC | 2



MCUXpresso

Software and Tools

UNIFIED SUITE OF
TOOLS FOR EASY
DEVELOPMENT
WITH NXP MCUs

LEARN MORE >

XS

MCUXpresso Software and Tools

for LPC & Kinetis MCUs and i.MX RT crossover processors

MCUXpresso IDE

Edit, compile, debug and optimize in an intuitive and powerful IDE

MCUXpresso SDK

Runtime software including peripheral drivers, middleware, RTOS,
demos and more

MCUXpresso Config Tools

Online and desktop tool suite for system configuration and

optimization
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Learn more at; www.nxp.com/mcuxpresso/ide @

MCUXpresso IDE
Free Eclipse / GCC-based Development

MCUXpresso IDE : . : .
- Feature-rich, unlimited code size, optimized for ease-of-

use, based on industry standard Eclipse framework for
NXP’s Kinetis and LPC MCUs and i.MX RT crossover
processors

Quickstart
Panel

- Application development with Eclipse and GCC-based
—————————— IDE for advanced editing, compiling and debugging

Support for
SDK and

LPCOpen for
ARM®
AGuaeed | | ERIEeR )| CeuBIiEe ) | llueton | | S50 e - Supports custom development boards, Freedom, Tower
Build Steps ores Development Trace Profiling ) . )
Perspective and LPCXpresso boards, and i.MX RT evaluation kits

with debug probes from NXP, P&E and Segger

Linker and
Memory
Configuration

Data
Watching

New Project
Wizard

- Free: Full Featured, unlimited Code Size, no special

FreeRTOS Kernel
Awareness
activation needed, community based support, advanced

trace capabilities, MTB and ETB instruction trace
- Works in conjunction with MCUXpresso Config Tools and

MCUXpresso SDK to provide complete development
environment

ARM GCC

nano
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http://www.nxp.com/mcuxpresso/ide

Learn more at; www.nxp.com/mcuxpresso/sdk @

MCUXpresso SDK

Software Framework and Drivers

m Application Code

Architecture: Reference Software:
Stacks / + CMSIS-CORE compatible  Peripheral driver usage examples
Middleware Board Support * Single driver for each peripheral * Application demos

« Transactional APIs w/ optional * FreeRTOS usage demos
DMA support for communication * |oT connectivity examples
peripherals

Peripheral Drivers License:

Integrated RTOS: + BSD 3-clause for startup, drivers, USB

« Amazon FreeRTOS stack

* RTOS-native driver wrappers

CMSIS-CORE and CMSIS-DSP Toolchains:
Integrated Stacks and * MCUXpresso IDE

* |AR®, ARM® Keil®, GCC w/ Cmake

Middleware:
: * USB Host, Device and OTG
Y troller Hard ! ity:
i * Production-grade software

» Crypto acceleration plus wolfSSL
& mbedTLS * MISRA 2004 compliance

« AWS IoT and Azure loT » Checked with Coverity® static analysis
. USB “ + SD and eMMC card support tools

Open Snuron
Inlzlatlve

(Semsss zros)

s foryreie]
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http://www.nxp.com/mcuxpresso/sdk

Learn more at; www.nxp.com/mcuxpresso/config @

MCUXpresso Config Tools

Configuration and Code Generation

SDK Builder packages custom SDKs based on user
selections of MCU, evaluation board, and optional
software components.

Clocks Peripherals

Pins, Clocks, Peripherals and Cloner tools generate

@ . initialization for custom board support; cloner creates
standalone SDK project based on SDK examples.
SDK N
Builder @ . . . .
. R : Project updater works directly with existing SDK-based
- Pins IDE projects with generated Pins, Clocks and
@ @ Peripherals source files.
_ - Device Configuration tool allows DCD commands
Project Device sequence config for pre-initialization of devices at boot

Updater Configuration

time.

Trust Execution

. Trusted Execution Environment configures protection
Environment

and isolation of sensitive parts of the application.

Q@ @ & ®
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http://www.nxp.com/mcuxpresso/config

e ML e [l MCUXpresso Config Tools
Pins Configuration

:
3
:
§
:
:

o — - = — o - Muxing and pin configuration with consistency checking
T aem sner Ml e + ANSI-C configuration code
¢ = = = =z EoZ o= - Graphical processor package view
= 3 E ;"_‘ f - Wizard for optimized assignments of functionality to
prEs e I E S E i available pins
E : g S H - Selection of Pins and Peripherals

= = T i - Routed pins with electrical characteristics
e - Registers with configured and reset values
bl e ol Tl 5 - Source code for C/C++ applications
- GPIO Input / Output initialization
- Documented and easy to understand source code
- Report generation

- Integrates with any compiler and IDE
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CFG |

Clock configuration and MCUXpreSSO Conflg Tools

diagram view

Clock Configuration

System clock configuration with consistency checking
ANSI-C initialization code
Graphical clock diagrams

Easy-to-use guided graphical user interface

- Selection of Clock Sources
- Configuration of prescalers and clock outputs
S e “ e | - Details and Full Diagram views with clock path
o A - Registers with configured and reset values
- Source code for C/C++ applications
- Documented and easy to understand source code

- Report generation
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CFG )

A | o of .
e e S e MCUXpresso Config Tools
Peripheral Configuration

SDK peripheral configuration and USB middleware
configuration

Validation of user inputs / selection

Generation of ANSI-C initialization code for SDK
peripheral drivers

Generation of MCUXpresso SDK Initialization Structure
Selection of common use case configurations

Support for over 50 different peripherals and 60 devices
- Includes GPIO, UART, ADC, LPTMR, 12C, FTM

- Additional devices and peripherals are continuing to be
deployed

Documented and easy to understand source code

Report generation
COMPANY PUBLIC | 9 VAN



Generation and visualization of
Secure / Non-Secure environment
partitioning

SALGDAY  WT Rocting sty beel Pt b LACI0NE0 10

Comarnne cote

[

PRERREERRTRANEEET RELLET

O Wt 1 Bt eag | Mo Lowdin w (3 oy e NS SR - [Pem——l——T) Coolt Gomersd Wi
o

MCUXpresso Config Tools

Trusted Execution Environment

- Support of Cortex M33 TrustZone

- Visualization of memory layout

- Alignment with user created memory regions

- Full visibility of SAU/IDAU and MMC/PCC settings

- Visualization of memory regions and peripherals
according to security mode

- Generation of configuration code to configure
TrustZone, AHB Secure Controller, and associated
device registers

- Documented and easy to understand source code

- Report generation and direct register views
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MCUXpresso SW and Tools

Efficient Development Flow

*  Online Custom SDK Builder

MCUXpresso Dashboard

» Drag-and-Drop installation of
SDK into IDE

« SDK Project Importing /
Cloning

* Demo applications, SDK driver
examples, middleware use
case projects

Examples, + Management of SDK drivers
Demo Apps and middleware components

» Integrated Config Tools

* Pins and Clocks initialization for
user defined boards

oML Pt Creten LLR
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MCUXpresso

Software and Tools

UNIFIED SUITE OF
TOOLS FOR EASY
DEVELOPMENT
WITH NXP MCUs

LEARN MORE >

XS

MCUXpresso Software and Tools
Additional Resources

Webpages

- MCUXpresso Software and Tools — www.nxp.com/mcuxpresso
- MCUXpresso SDK: WwWw.nxp.com/mcuxpresso/sdk
- MCUXpresso IDE: WWW.Nxp.com/mcuxpresso/ide
- MCUXpresso Config Tools: WWW.Nxp.com/mcuxpresso/config

Communities

- MCUXpresso Software and Tools —
https://community.nxp.com/community/mcuxpresso

- MCUXpresso SDK: https://community.nxp.com/community/mcuxpresso/mcuxpresso-sdk
- MCUXpresso IDE: https://community.nxp.com/community/mcuxpresso/mcuxpresso-ide
- MCUXpresso Config Tools: https://community.nxp.com/community/mcuxpresso/mcuxpresso-config

Supported Devices
« Supported Devices Table (Community Doc)
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http://www.nxp.com/mcuxpresso/sdk
http://www.nxp.com/mcuxpresso/ide
http://www.nxp.com/mcuxpresso/config
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Overview of TrustZone
on Armv8-M
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Non-trusted

Concepts of TrustZone

- Normal application environment

- Non-secure world

i i
Normal applications - Access to non-secure memories, general peripherals
General peripherals

ADC / :
- Protected application environment

- Secure world
Trusted hardware - Access to secure and non-secure resources

secure secure
crypto TRNG
system | storage

Secure , Non-secure

- Key aspects

Non-secure software cannot access to Secure resources

Privil’eged

Secure software defines what non-secure software can access
Secure ; Non-secure i . .
handler handler System-level protection - Security resources are placed in

mode Pl mode Secure address spaces

Secure 2 M Non-secure

o ; e Secure software provide services (APIs) to Non-secure software

mode mode

Unprivjleged

COMPANY PUBLIC | 14 X



Secure and Non-Secure Application Development
Easy, Right?

ARM TrustZone

N
1

Non-secure Secure

Application Application
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Secure and Non-Secure Application Development
But Wait... There’s More

ARM TrustZone

Cortex-M33 other

N DMAO DMA1 bus eee
[ 1] masters
Non-secure Secure SAU
Application Application
i ISW] [MSW] SV Multilayer AHB Matrix

L~ (implements data gating)

\

% =
S-AHB

IC-AH

Flash
Memory
ROM
Memory

HPRIV,
HNOSEC

SRAM
Memory

T\
wec| | MPc]rTr!c_mpc

SRAM
Memory

[GPIO] | FlexComm| oo
|

|
B

AP
Bridge

IT'lmerl see
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Secure and Non-Secure Application Development

ait, What?

ARM TrustZone

Non-

secure
Application

AU

Y R res

Secure

Application

< o= o]
— {. — l
- 41 . lmow

W= W=

44 Overview [2) Code Preview | [IT) Registers 7
Cortex-M33 other I
DMAO DMA1 bus XX [iype ier text
masters Reg. Name Set Value Reset Value Value Description
 AHB_SECURE_CTRL_MISC_CTRL_DP_REG 0n6eat 0MMaaza
IDAU_ALL_NS (bits 15-14) 0001 0610
ENABLE_SECURE_CHECKING (bits 3-2) 0601 0610
 AHB_SECURE_CTRL_MISC_CTRL REG 0626 017Maaza
’ \Dfu ALLNS (bits 15-149) 0601 0610
Multllayer AHB Ma TT%: SECURE_CHECKING (bits 3-2) b0t 0610
{ me % "agpg CTRL_SEC_CTRL_AHEO_0_SLAVE_RULE 0:02000000
g g (Imple nts data grl o )MO_RULE (bits 25-24) 0b10 0b00 Secure and Non-priviledge user access allowed.
= = ~ AHB_SECURE_CTRL_SEC_CTRL_APB_BRIDGEQ_MEM_CTRLO  0:00000022 0:00000000
(- 1% IOCOM_RULE (bits 5-4) 0b10 0b00 Secure and Non-priviledge user access allowed.
B Al U N R A - — 1 D -— SYSCON_RULE (bits 1- 0610 0600 Secure and Non-priviledge user access allowed.,
Q \ 1 v F'ash 'RL_FLASH_MEM_RULEO 000000022 0x00000000
o 1 0610 0600 Secure and Non-priviledge user access allowed.
= : Memory 0b10 0600 Secure and Non-priviledge user access allowed.
= H - skl £L_RANO_MEM_RULED 022220222 0400000000
rm I 0b10 0B0D Secure and Non-priviledge user access allowed,
2 | ROM 0610 0600 Secure and Non-priviledge user access allowed,
T Memo ob10 0600 Secure and Non-priviledge user access allowed,
= : y 0610 0600 Secure and Non-priviledge user access allowed,
HPRIV, - H RULE3 (bits 13-12) ob10 0600 Secure and Non-priviledge user access allowed.
HNOSEC %5 1 BLULER [hite 0ol 0b10 060D Secure and Nen-priviledge user access allowed
A b 1 SRAM 010 0600 Secure and Non-priviledge user access allowed.
= : M mory 0610 0600 Secure and Non-priviledge user access allowed,
— !
i
1
(
i
° SRAM
= Memory

L
e

—m [FlexComm | oo

.
Covien

APB
Bridge |-

Py
_ v 1T
= g
e
g My
cea

Q00 SO
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MCUXpresso Config Tools

Trusted Execution Environment (TEE)

Configuration Ul
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MCUXpresso Config Tool — TEE Configuration

B wertapace - MCUNgrems (0F
Fle Ed2 Navigite Sewsh Prgect Corfiglack TEE Rus Windew Help

M | W popesettits e wodds v g B UedaeCode < D @O B Qg e et e

B Deer Mamary Ragizes £1 1 foet mme

o - S

L] Agdress Sqe Endaddress  Name

SECURE RAM Q0000000 0000000 D300CTFFF  Secure Stack and .
SICURL FUASH GAOND  MN0M00 OIO0DFF  Secure Cade
NSC_VENEER Sel0OOFEDD 20000200 DOONFFFF Verenr Tatle

NOMSECURE RAM Q0003000  wW00028000 DQ00I2FFF  Noo-secume Stack .
NONSECURE FLASH  OuX010000 P 0000 GONNIITF  Noa-yecuss Coce

< e —

el -

Securky Leved
SPriv

P
NSC-Prw
5-Lsec

v@s«-m-uem o ([ Show detain 2 Murges 54U« 04U

Matey[Cae b0t
[ Show Code [ Shoo Data [ Show Penighenshe

Resclting accens

Book-ROM (alume|

- a x

[awiec] i m ) & & @0 ¢ OB
P Ororviam 1% 1) Cote Poanbon 1] Maginiomsy 2
Vv Comfigqueation - Gemersl Infs
A Configeation - HW lofo
Procemen LPCSSSS
Pt rramibess LOCSSS60BD100
Ceore Cortes M3 (Care 20)
DK Versors ke 0
~  Project

~ TEE
! - 1 aetest P aeess il g te
i Protect ang (catete yenafies BaE of JpEtCInOn
!
(B @ a

A Gonerated code
Filpdse code ensbled

~ Other tocks
| # | o0y
10:0

| ! B N0y,

o« «@©
0 Potremy 11 I" o
[type fiber 1ue |
Level e

i Wloomancn  Ending sddress 1 not sligoed with the end of the AME memory block: ¢

< »
"), 207 (PO (ncurenn o widd 3
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TEE Configuration — Defining User Regions

[lg User Memory Regions 32 = B | Memorymap % | 9 Access overview = 8
User Memory Regions a Access by Master | Security Attribution Map
- :| Core 0 ter (SAU/IDAU Show detail Merged SAU+1DAU
D Address Size End address Mame Security Level  Description Master type:| Core 0 master ( ) v || L] Show details ergec
el ol i
NONSECURE_FLASH  0x00010000  0xD0D68000  OxDOOTTFEF  Non-SecureProgram JNStUSerl Program section of Non-Secure applciation (from nonsecure linker fil) Show Code [ Show Data [ ] Show Peripherals
MNOMSECURE_RAM (20003000 000002000  Ox2000FFFF  Mon-Secure Data 2 NS-User Data section of Non-5Secure application (from nonsecure linker file) Resulting security level
MNSC_VEMEER (hc1000FEQD (00000200 O 1000FFFF - Veneer Table B NSC-User | Veneer Table of Nonsecure Callable function (from secure linker filg) _ =
SECURE_FLASH 0x10000000  OxDODOFEDD  Ox1000FDFF  Secure Program B 5 User Program section of Secure application (from secure linker file) RAM 4 (alias) Not Recommended ggw"*”
& . - . . 5 0840600
SECURE_RAM (0x30000000 OwDOD0B000  Ow30007FFF  Secure Data S-Uszer Data section of Secure applciation (from secure linker file) RAM 3 (alias) T —— Bx3883FFFF
| ax3easaeae
- @x3002FFFF
L. . . . . RAM 2 (alias) | Mot Recommended Bx3682
- Bx3881FFFF
User Specific Regions (aligned with IDE project RaM 1 ae) || Mot Recommended | 922517707
Bx38B8FFFF

Mot Recommended

: RAM 0 (alias) ax3eaaseas
S ettl n g S) Mot Recommended EELEIEHA ] Secure Data

ax3eepaana

Bx28843FFF
2eadaana
Bx2083FFFF
ex2e830000
Bx2002FFFF
ex2e020600
Bx2881FFFF
oc2ealasss

Bx2888FFFF
RAM O Mot Recommended e

Mot Recommended IR EIEAA

RAM 4 Mot Recommended
RAM 3 Mot Recommended
RAM 2 Mot Recommended
RAM 1 Mot Recommended
] Mon-Secure Data

| Bx26800008
- Bx148687FFF
a Problems 52 Y = " SRAM X (alias) [ Mot Recommended gl
- Ox1381FFFF
type filter text Boot-ROM (alias) [ Mot Recommended —
Level V Issue Origin Target  Resource Not Recommended gﬁximFFFF
13 Error SAU+IDAU: The following security requirements are not satisfied: SECURE TEE User Memory Region 0x00010000 - 0xD0077FFF FLASH (alias) Mot Recommended ?K}E’E’EEEEE ] Veneer Table
3 Error SAU+IDAU: The following security requirements are not satisfied: SECURE TEE User Memaory Region 0x20008000 - 0x2000FFFF
@ Error SAU+IDAU: The following security requirements are not satisfied: NS_CALLABLE TEE User Memory Region 0x1000FEQO - Ox1000FFFF M m m 1 I th It
43 Error MPC: The following security requirements are not satisfied: SECURE TEE User Memary Region Ox1000FEQD - Ox1000FFFF e O ry ap Vlsua WI resu I ng
43 Error MPC: The following security requirements are not satisfied: SECURE TEE User Memory Region 0x30000000 - 0x30007FFF -
43 Error MPC: The following security requirements are not satisfied: SECURE TEE User Memory Region 0x10000000 - Ox1000FDFF Se C u rlty acceSS |eve IS
- Warning MSC configuration Ol 000FEQD - 0x1000FFFF cannot be applied in region where MPC is conf... TEE SAU Memory Region at Index 2 . . .
=, Warning Security check has to be enabled for proper TrustZone functionality. TEE AHB bus matrix enable secure check. Currently ShOWIﬂg dEfaU|t (reset) COﬂfIgUI’atIOH
axeea’7FFF

FLASH Mot Recommended 7 a

Various levels of Error, Warning, and Info messages Nt Recommended | ¢12050CC0%
to guide a user through achieving desired outcome.

J Mon-Secure Program
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TEE Configuration: Securing AHB Memory Accesses (MPC)

Configuration of Memory Protection Checker
(AHB Access)

@ User Memaory Regions  ¥g Security access configuration 23 = B8
Masters/Slaves | MPC Interrupts| F'irls| SAU| Miscellaneous|

MPC Sectors

Sector | Security Level | 2
[/ RAMO: ©x20000000 - Ox2000FFFF (0x30000000 - Ox3I000FFFF)

MNS-User
) MS-Priv
S-User

........... %

S-Priv

{ )
Bx200A5000 - Bx20BOBFFF (8x300030880 - Gu3BBB3FFF)
Bx20080868 - BN2BBEOFFF (Bx30089888 - Gx3BEBIFFF) M5-User
Bx20068AB0 - Bx2BBBAFFF (Ex3000A80 - Gx3BBBAFFF) M5-User
)
)

Bx2000E000 - Ox20BEBFFF (@x3008B2E0 - BGx3B88BFFF M5-User
Bx20080000 - Ox2008CFFF (@x3008C880 - 8x3880CFFF MN5-User

I Memary map &8 S s =0
Access by Master | Secunty Attribution Map
Mazter type: | Core b master (SALIDAY) v || 7] Show detads ] Merged SAU«IDAU [ Show Code £ Show Data [] Show Penphenals

SAU DAY MPC Resulting security level

RAM & (shas) S IOBAIFTF

RAM 3 {ahas)
RAM 2 (atas)
RAM 1 (whas)

Bx30040000
OX30BIFFFF
| ex10930800

Bx30R2FFFF
ax3apreeos
OxIOQLFFFF
| ax30010008

RAM 0 (akiss)
]Secuan

m‘ " .

— : : : e

RAM3. | S NS : y : : g 2000000

RAM 2 0x20020000
AXIOBLFFFF

= Sxzsnisess
o | 0x2000600 ] Non-Secure Dats
QX20BQTFFF

. 2x20000000

Ox128Q7FFF
oxliponecd

BX1SQIFFFF
ax13000000

Ox1009FFFF

SRAM X (mhas)

Boot-ROM (akiaz)

Ox1000FF£F
FLASH (abag) L o Ay 1000FERD Veneer Table
Secure Program

| Bx108GFDFF

Gx@3RLFFFF
 Gx@le00000
OxRORGFFFF

axdeRieeae
. Bxeoparrrr
| OxeDe00e0d

x00873008
OxGOR77FFF ] Nen-Secure Progrem

Configuration results dynamically
updating on visual
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TEE Configuration — Defining SAU Reglons

1 Memory map 23 % 0 <N
Access by Master | { kcurtyumbwon Map'

Mezter Coee O Data v | (@D | Security mode: Siwer v |2 Show details [T] Marged SaUs 108U

[ Show Code [ Show Data ] Show Penpherals

Enabling SAU Memory Regions for
Non-secure and Non-secure Callable

RAM 4 (alizs) [
Iﬂ User Memory Regions [v Secunty access configuration 23 ] = RAM 3 faias) i
RAM2
Mastersf'ilaws|MPC|InterrupiS|Pins SAU Miscellaneous| e
. RAM 1 (aliag)
Options
[] Enable SALU Al Mon-5Secure [ ] Generate sources for disabled regions RAM 0 (aliag) ]
Secure Data
SAU Memory Regions RAM A gm
- . . RAM 3 Ox200IFFFF
Index Enable Address Size End address Security Level 9x20030060
RAM 2 x2002FFFF
0 M 0x00010000 0x0D0GS00D DxD0OTTFFF NS : Saeaiemee
—_ 1%
1 M 0x20000000 000010000 0x2000FFFF NS s re—
2 i 0x1000FEDD 00000200 s DDOFFFF NSC RAM O 420665000 s
3 |:| (00000020 M5 : “m::
4 [] 0020 NS SRAM X {alies) [ 0x14000060
. 1 AN [N Boot-ROM (alias) [ :d.m””m
Ox1009FFFF
FLASH (alias) :um'::: Venes Table
oxioasooes | P
s s
Ox@IVLFFFF
Rogt oM [ ©x03200060
[ Ox0RROFFFF
FLASH SxO0a77EFF Non-Secure Program
TRy
Ricwed 8x00200000

Configuration results dynamically
updating on visual
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TEE Configuration — Additional Security Access Settings

Master and Slave Security Levels

Master I Security level Slave | Security level
= Simple master ADCO NS-User
AHB_SECURE_CTRL NS-User
DMAT MN5-User AMACTRL NS-User
SDIO NS-User CAPTOUCH NS-User
USBFSD MNS-User CASPER MNS-User
USBF5H MN5-User CRC_ENGINE MNS-User
=l Smart master CTIMERD MS-User
Core 1 Data MN5-User CTIMER1 MNS-User
Core 1 Instructions MS-User CTIMER2 M5-User
EZH Data MN5-User CTIMER3 MNS-User
EZH Instructions MS-User CTIMER4 M5-User
DGEMAILBOX MNS-User
DMAD M5-User
DMAT NS-User
EFUSE MNS-User
EZH NS-User

| FLEXCOMMOD S-User

I M3-User

Associated Register Settings Others:

Memory Regions W Security access confi.. 3 = B

GPIO Read Access

Masters/Slaves | MPC | Interrupts | Pins | SAU | Miscellaneous

#  AIRCR Register (Core SCB)

Interrupt Handling

[ Pricritize Secure exceptions

[] BusFault, HardFault and Access Level

[] System reset request, Secure state only

#  SCR Register (Core SCB)

Strict Master Modes

[] Controls whether the SLEEPDEEP bit is...

b

W

v

b

F

SHCSR Register (Core SCB)

NSACR Register (Core SCB)

CPPWR Register (Core 5CnSCB)

Register Locking (AHB Secure Controller)

Misc Controls (AHE Secure Controller)

[ AHE bus matrix enable secure check.

[[] AHB bus matrix enable secure privileg...

[J AHE bus matrix enable non-secure priv...

[] Disable secure violation abort.

[] Disable simple master strict mode.

[] Disable smart master strict mode.
[] Disable IDAU.
[Jwrite lock.
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TEE Configuration — Additional Visualizations

Access Overview (Matrix) Memory map access view by security level

Resulting access

Non-Secure User

RaM & i) [
RAM3 tafiag) |
eam2 i) |
RAM T (e |

Resdting sctewn
wmee SECUNre User
IS0
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TEE Configuration — Code Generation

Source Generation (aligned with SDK)

B Overview () Code Preview [ 1] Registers
Mrustrone/tam_configs /tratzone/tam_config.h

i1 * &rd Trustiaone jnitialization

4

14 The Tunction configuse AL wnd ANE
145 void BOARD InitTrustlone()

147

143 3= s3Iy

szrseasy

149 #2% SAU configuration sa3s srez z2x

150 AR F A EE AR TR TEASEEAIS RS SRIENAISEAIYRIIFRISIEISLIAIERISRAS

ot SAU Control register: Dizable SM sad Al

13 SAU- )(I'ﬂl. = 0.

15 ¢ Set SAU
154 sm.-mm -
157 Reglon baze address

158 SAU- )RB—\R = REGION_@_| B&SE & SAU_RBAR_EADDR _Msk;

* Reglon end wddees

et region number *
SAU- >R)ﬂ = 1,
Region

SAU-YRBAR = REGIOM_1 B-.SE & SAU_RBAR BADDR Msk;

* Reglon end address

T ~egion numhe
s&u-)um =2

3 Region base sddr=ss

173 SAU->RBAR « REGION B-éE 4 SAU_RBAR _BADOR Msk;

173 * Region end nddres

ess

174 SAUORLAR = ((REGION_2_END A SAU_RLAR_LADDR Mak) | ((1U <¢ SAU_RLAR_NSC_Pos) A SAU_RLAR_NSC_Msk)) |

arce semary writes before ntinuing *

0‘56().

184 AN VRANEAANURANVASERASERASFRINEAALENIERUS SRR RVASPVAS NS S UUSY
AN A Conflgurations AERERENRRRRARENARKERRRRRASRRARARARERIREARR AN
AP AT RIS RSP EATE APPSR EI SNSRI PR SRR ENY RSN

Flush and refill pipeline with updsted permiss:

SAl->RLAR = ((REGION_O_EMD & SAU_RUAR_LADDR Msk) | ((OU << SAU_RLAR NSC_Pos) & SAU_RUAR_NSC Msk)) |

SALORLAR = ((RE GIGI_X_EMD A SAU_RLAR _LADDR Msk) | ((8U << SAU_RLAR NSC _Pas) A SAU_RLAR NSC Mak)) |

Register view

44 Overview [c] Code Preview | [Lf) Registers 52

>3l .| El5how modified registers only:

| type filter text
Reg. Mame Set Value Reset Value Value Description
~ AHB_SECURE_CTRL_MISC_CTRL_DP_REG 0x?7776aab Ox¥?77aaaa
IDAU_ALL_NS (bits 15-14) 0b01 Ob10
EMABLE_SECURE_CHECKING (bits 3-2) 0b01 Ob10
v AHB_SECURE_CTRL_MISC_CTRL_REG 0x77776aab Ox???7aaaa
IDAU_ALL_M5 (bits 15-14) 0b01 Ob10
EMABLE_SECURE_CHECKING (bits 3-2) 0b01 Ob10
~ AHB_SECURE_CTRL_SEC_CTRL_AHBO_0_SLAVE_RULE 002000000 0x00000000
FLEXCOMMO_RULE (bits 23-24) 0b10 0b00 Secure and Nen-priviledge user access allowed.
~ AHB_SECURE_CTRL_SEC_CTRL_APE_BRIDGED_MEM_CTRLO 000000022 000000000
IOCOMN_RULE (bits 5-4) 0b10 0b00 Secure and Nen-priviledge user access allowed.
SYSCOMN_RULE (bits 1-0) 0b10 0b00 Secure and Nen-priviledge user access allowed.
~ AHB_SECURE_CTRL_SEC_CTRL_FLASH_MEM_RULEQ 000000022 00000000
RULET (bits 5-4) 0b10 Ob0D Secure and Nen-priviledge user access allowed.
RULEQ (bits 1-0) 0b10 Ob00 Secure and Nen-priviledge user access allowed,
~ AHB_SECURE_CTRL_SEC_CTRL_RAMO_MEM_RULED 0x22222372 0x00000000
RULET (bits 29-28) 0b10 Ob00 Secure and Nen-priviledge user access allowed,
RULEG (bits 23-24) 0b10 Ob0D Secure and Nen-priviledge user access allowed.
RULES (bits 21-20) 0b10 Ob00 Secure and Nen-priviledge user access allowed,
RULE4 (bits 17-16) 0b10 ObDO Secure and Nen-priviledge user access allowed.
RULE3 (bits 13-12) 0b10 Ob00 Secure and Nen-priviledge user access allowed,
RULEZ (bits 9-8) 0b10 ObDO Secure and Nen-priviledge user access allowed.
RULET (bits 3-4) 0b10 0b00 Secure and Nen-priviledge user access allowed,
RULEQ (bits 1-0) 0b10 ObDO Secure and Nen-priviledge user access allowed.
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MCUXpresso IDE

TrustZone Project Settings
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Specification of Secure vs. Non-Secure Project Type

- Support within New Project Wizard to define “Secure” or “Non-Secure”
property.
- Setting also available within IDE Project Properties

- Secure / Non-Secure setting provides additional project alignment to be
configured between projects.

New Project Wizard _ _
IDE Project Properties

w MCU Linker
TrustZone Project Type B9 Tool Settings & Build steps Build Artifact Binary Parsers @ Error Parsers
[ Link application to RAM
w B3 MCU C Compiler TrustZone Project Type | Secure et
@ Dialect
* Memory Configuration @ Preprocessor
Memory details @ Includes
(# Optimiza tion
Default LinkServer Flash Driver | Browse... @ Deb qging
Type Narme Alias Location Size Driver & %: W.ammgs
Flash PROGRAM_FLASH Flash o0 0%93000 LPC55x.cfx (2 Miscellaneous
RAM SRAM RAM 0X20000000  Ox44000 i (2 Architecture
RAM SRAMX RAM2Z (%4000000 (%3000 (¥ TrustZone
RAM USE_RAM RAM2 Dx40100000 Dx4000 i MCU Assernbler
83 MCU Linker
%3 MCU Debugger
Add Flash | Add RAM Split Jein | Delete Import... | Merge..| Export.. Generate..
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Alignment of Secure and Non-Secure Projects

- Generation of Secure Gateway Import Library within Secure Project
- Specification of Secure Gateway Library from Non-Secure Project

- Direct pre-programming of Non-Secure Image from Secure Project

% Tool Settings & Budd Meps Botld Actfact  wiy Binary Parsers O Error Parsens

$ MCU C Compi yustZone Project Ty i . ; : :
© ::-‘LJI C"‘:’ ad TrustZone Project Type Secure ) Tool Settings # Build steps Build Artifact Binary Parsers @ Error Parsers
&) MCU Azsembler 2
v 18 MCU Linksr Secure Gateway Placement  SG_venees_table memory region - .
$ MCUL X ) MCU C Compiler TrustZone Project Type MNon-Secure
2 Genenal A Ensbile generation of Secure Gatewsy Import Library

~
B3 MCU Assembler
8 Ldvar N Wi ¢ reqgi
Liranes v B MCU Linker 5G_veneer_table memory region
£ Mncellaneous - (# General
&) Shared Library Settings A .

Enable generation of Secure Gateway Import Library

' hitecture Input Secure Gatewny Import Libirary Secure Gateway Import Library
Managed Linker Script R = Mlscellar?eou i | S{workspace_loc:/Ipcxpresso35s69_hello_world_s/${config_name:5{ProjName}}/Ipcxpresso55s69_hello_world_s_CMSE_lib.o}
= Multicore ( Shared Library Settirigs

= -
= TrustZone @ Architecture
% MCY Debugger (# Managed Linker Script -
g & @ Multicore
@ TrustZone
ws EB RACI] Dzhuimmar

i Tool Settings & Build steps Build Artifact Binary Parsers @ Error Parsers

By MCU C Compiler Enable pre-prograrmming of Mon-5ecure Image
B3 MCU Assembler
B3 MCU Linker
w 83 MCU Debugger
(# Debug
(# Miscellaneous
(# TrustZone

Mon-5ecure Project | Ipcxpresse35s69_hello_world_ns

Browse...

r
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Improved Cortex-M33 Secure and Non-Secure Projects

Secure and Non-secure projects more closely linked

- Debugging Secure project will automatically build Non-Secure project and
program it into flash, before launching Secure project debug session

Symbols for Non-Secure project automatically loaded into debug session to allow
user to step from Secure world into Non-Secure (with source code visibllity)

4 Debug 22 ¥ Debug 2
v B Ipcxpresso55s69_hello_world_s LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application] X @Igcxa'esw55569-“"0-‘”"""—5 LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application]
v i Ipcxpresso55s69_hello_world_s.axf [LPC55569 (cortex-m33)] ¥ i lpcxpresso55s69_hello world_s.axf [LPC55569 (cortex-m33)]
¥ P Thread #1 1 {Suspended : Breakpoint) ¥ /@ Thread #1 1 (Suspended : Breakpoint)
= main() at hello_world_s.c:79 0x1000084a = main() at hello_world_ns.c:38 0x10202
. arm-none-eabi-gdb (8.2.50.20181213) = ResetiSR() at startup_lpc55s69_cm33_core0.c:428 0x10182

¢ helloworld_s.c & ¢ helloworld ns.c (' Datlowaoddias g hetlo_world_ns.c 28

{
funcptr_ns ResetHandler_ns;

main clock divide to FLEXCOMM@ (debug console) =/

59 CLOC Allach(lk(BMRD DEBUG_UART_CLK_ATTACH) ;

BOARD_InitPins();

BOARD_BootC LockFROHFIEM( ) ; - void SystemInit (void)

BOARD_InitDebugConsaole(); §
5 PRINTF(“Hello from secure world!\r\n"); e ":‘_,At‘“'_. Mt Soncitor
7 + Set non-secure main stack (MSP_NS R Z .
__TZ_set_MsP. Nsu((umw t =) (NOR_SECURE_START) )} ; 32 ?'" main(void)
(] /* non-secure vector table % int result;
S(B NS >VTOR = NON_SECURE_START; 35
/e Ge non-secure reset handler »/ 37
ResetHandler_ns = (funcptr_ns){*((uint32_t =) ({NON_SECURE_START) + 4U)}); 4>| PRINTF_NSE("Welcome in normal world!\r\n");
3 PRINTF_NSE("This is a text printed from normal world!\r\n");
5 +« Call non-secure application 10
7 PRINTF("Entering normal world. A )i result = StringCompare NSE(&strcmp, “Testl\r\n", “Test2\r\n");
/% Jump to normal world » if (result == @)
®79 | ResetHandler_ns(); e
Yhue w PRINTF_NSE("Both strings are equal!\r\n");
. is po e e reached »

else

Af PRINTF NSF("Rath ctrinns are nat saaual i\rin"):
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LPC55569
First Cortex M33 MCU
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LPC5556x MCU Family

Timers

Core Platform

Interfaces

System Control

Securit

Programmable Features

Core Platform
* Upto 100MHz Cortex-M33
- TrustZone, MPU, FPU, SIMD
* Upto 100MHz Cortex-M33
* Coprocessors
- DSP Accelerator
- Crypto Engine
*  Multilayer Bus Matrix

Memory
*  Upto 640KB FLASH (includes PFR)
* Upto320KB RAM
* 128KB ROM

Timers
*  5x32bTimers
e SCTimer/PWM
*  Multi-Rate Timer

* OSTimer
*  Windowed Watchdog Timer
* RTC

*  Micro Timer

Interfaces
* USB High-speed (H/D) w/ on-chip HS PHY
* USB Full-speed (H/D), Crystal-less
* SDIO, Support 2 cards
* 1 xHigh-Speed SPI up to 50MHz
* 8 x Flexcomms support up to 8x SPI, 8x 12C, 8x UART,
4x 12S channels (total 8 instances)

COMPANY PUBLIC | 31

Advanced Security Subsystem
* Protected Flash Region (PFR)
e AES-256 HW Encryption/Decryption Engine
* SHA-2
* SRAM PUF for Key Generation support
*  PRINCE — On-The-Fly Encrypt/Decrypt for

flash data
* Secure debug authentication
* RNG

Analog
* 16b ADC, 16ch, 1IMSPS
*  Analog Comparator
* Temperature Sensor

Packages
* LQFP100
*  VFBGA98
*  LQFP64
Other
*  Programmable Logic Unit
e  Buck DC-DC

e Operating voltage: 1.8 to 3.6V
*  Temperature range: -40 to 105 °C




LPC5500 MCU Series

Common features across families,

 FS/HS USB with PHY, 50MHz SPI, up to 8/10 Serial Interfaces (FlexComm), plus I3C interface (LPC557x/8x families)
* Up to 2Msps 16-bit SAR ADC, Comparator, Temperature Sensor and RTC

+ 181t03.6V,-40t0 105 °C

. CPU Dual Security DSP FS&HS CAN- 10/100 Graphics 16-bit ADC Serial
%k
200

. Up to
Graphics/HMI
LPCESS /58 Q1-20 2MB Flash, MHz Yes Opt. Yes Yes Yes 2x 1x Yes Yes 10x FISeF:(ICIo3r2m HS
X/S8x 512KB SRAM  Opt TZ ’
Up to 200
Large Memor
8 Y 120 2MBFlash,  MHz  Yes Opt. Yes Yes Yes 2x 1x i Yes 11053 A Bt
LPC557x/S7x 512KBSRAM  Opt TZ HS SPI, 13C
s Up to 100
E
sy Now 640KB Flash, MHz Yes Yes Yes Yes Yes = = = Yes 8 F:_Tg((;ﬁlmm,
LPC5556x 320KBSRAM  QOpt TZ
q Up to
Mainstream 100 8x FlexComm
2-19 512KB Flash, - - - Yes* Opt. - - - Yes ’
LPC552x/52x Q Seeks A MHz P HS SP!
Up to 100
Entr
y Q3-19 256KB Flash, MHz - Opt. - Yes* - Yes* - - Yes 8 F:_T;g?,:nm'
LPC551x/S1x 96KB SRAM Opt TZ
100
Flashless MCU
Q2-20 OKB Flash, MHz i i i Yes Yes ) i i Yes 8x FlexComm,
LPC550x 96KB SRAM Opt T HS SPI

*HS USB/CAN-FD not available on all part numbers within the family, check data sheet for specific configurations
**Product series features and availability subject to change \ W 4
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Hands-On Lab

MCUXpresso SDK Example Project (Hello World — Secure / Non-Secure)
MCUXpresso IDE Project Settings (Creating a Secure Application)

MCUXpresso SDK Development of a Non-Secure Application
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Hands-On Lab

- MCUXpresso IDE v11.0
MCUXpresso SDK v2.6.0

LPC55S69-EVK
(LPCXpresso55569)

MicroUSB Cable
Lab Guide
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