NXO

Building Security

Last Updated: May 16, 2024

NXP's wide portfolio offers a number of options for buildings security solutions. Our wireless
MCUs are the choice when a battery-powered, occupancy sensor or a surveillance low-power
system is required. The cost-effective crossover i.MX RT MCUs offer a great solution for video
processing and data management for wireless IP video cameras. NXP's WIFI 6 modules ensure
low latency and high-quality connection for IP cameras solutions.
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Recommended Products for Wireless Occupancy Sensor

* MCX A14x/15x MCUs with Am® Cor‘(ex® M33, Scalable Device Options, Low Power and Intelligent Peripherals
* MCX-N94X-N54X: MCX N94x/54x Highly Integrated Multicore MCUs with On-Chip Accelerators, Intelligent Peripherals
and Advanced Security

Wireless MCU

® UN5189_88 T: JN5189/88 (T): High-Performance and Ultra-Low-Power MCUs for Zigbee® and Thread with Built-In NFC
Option



https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/general-purpose-mcus/mcx-arm-cortex-m/mcx-a-series-microcontrollers/mcx-a14x-15x-mcus-with-arm-cortex-m33-scalable-device-options-low-power-and-intelligent-peripherals:MCX-A14X-A15X
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/general-purpose-mcus/mcx-arm-cortex-m/mcx-n-series-microcontrollers/mcx-n94x-54x-highly-integrated-multicore-mcus-with-on-chip-accelerators-intelligent-peripherals-and-advanced-security:MCX-N94X-N54X
https://www.nxp.com/products/wireless-connectivity/thread/jn5189-88-t-high-performance-and-ultra-low-power-mcus-for-zigbee-and-thread-with-built-in-nfc-option:JN5189_88_T

* QN9090-30: QN9090/30: Bluetooth Low-Energy MCU with Am®Cortex®-m4 CPU, Energy Efficiency, Analog and Digital
Peripherals and NFC Tag Option

« BC3770: 2 A Switch-Mode Li-ion/Li-polymer Battery Charger
Battery Charger

C * NTAG5-LINK: NTAG® 5 Link: NFC Forum-Compliant I2C Bridge for loT on Demand
NFC Tag

P3T1035xUK: 13C, IZC-Bus, +0.5 °C Accuracy, Digital Temperature Sensor
P3T2030xUK: 13C, IZC-Bus, 2.0 °C Accuracy, Digital Temperature Sensor

PCT2202UK: Ultra-Low-Power, 1.8 V, 1 Deg. C Accuracy, Digital Temperature Sensor with 12C-Bus Interface
« LM75B: Digital Temperature Sensor and Thermal Watchdog

Temperature Sensor

* SE050: EdgeLock® SE050: Plug and Trust Secure Element Family — Enhanced loT security with high flexibility
Security (EdgeLock Discrete) .
SE051: EdgeLock® SE051: Proven, Easy-to-Use loT Security Solution with Support for Updatability and Custom Applets

« Accelerometers: Accelerometers
Accelerometer

IP Camera Surveillance Block Diagram
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Recommended Products for IP Camera Surveillance

MCX A14x/15x MCUs with Arm® Cortex® M33, Scalable Device Options, Low Power and Intelligent Peripherals
* MCX-N94X-N54X: MCX N94x/54x Highly Integrated Multicore MCUs with On-Chip Accelerators, Intelligent Peripherals
and Advanced Security

MPU/MCU

° i.MX 8 Applications Processors: i.MX 8 Series Applications Processors Multicore Arm® Cortex® Processors
¢ i.MX7ULP: i.MX 7ULP Family, Ultra-Low-Power with Graphics
* i.MX-RT1060: i.MX RT1060: Crossover MCU with Arm® Cortex®-M7



https://www.nxp.com/products/wireless-connectivity/bluetooth-low-energy/qn9090-30-bluetooth-low-energy-mcu-with-armcortex-m4-cpu-energy-efficiency-analog-and-digital-peripherals-and-nfc-tag-option:QN9090-30
https://www.nxp.com/products/no-longer-manufactured/2-a-switch-mode-li-ion-li-polymer-battery-charger:BC3770
https://www.nxp.com/products/rfid-nfc/nfc-hf/connected-nfc-tags/ntag-5-link-nfc-forum-compliant-ic-bridge-for-iot-on-demand:NTAG5-LINK
https://www.nxp.com/products/sensors/i3c-ic-digital-temp-sensors/i3c-ic-bus-0-5-c-accuracy-digital-temperature-sensor:P3T1035xUK
https://www.nxp.com/products/sensors/i3c-ic-digital-temp-sensors/i3c-ic-bus-2-0-c-accuracy-digital-temperature-sensor:P3T2030xUK
https://www.nxp.com/products/no-longer-manufactured/ultra-low-power-1-8-v-1-deg-c-accuracy-digital-temperature-sensor-with-ic-bus-interface:PCT2202UK
https://www.nxp.com/products/sensors/i3c-ic-digital-temp-sensors/digital-temperature-sensor-and-thermal-watchdog:LM75B
https://www.nxp.com/products/security-and-authentication/authentication/edgelock-se050-plug-and-trust-secure-element-family-enhanced-iot-security-with-high-flexibility:SE050
https://www.nxp.com/products/security-and-authentication/authentication/edgelock-se051-proven-easy-to-use-iot-security-solution-with-support-for-updatability-and-custom-applets:SE051
https://www.nxp.com/products/sensors/accelerometers:ACCELEROMETERS
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/general-purpose-mcus/mcx-arm-cortex-m/mcx-a-series-microcontrollers/mcx-a14x-15x-mcus-with-arm-cortex-m33-scalable-device-options-low-power-and-intelligent-peripherals:MCX-A14X-A15X
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/general-purpose-mcus/mcx-arm-cortex-m/mcx-n-series-microcontrollers/mcx-n94x-54x-highly-integrated-multicore-mcus-with-on-chip-accelerators-intelligent-peripherals-and-advanced-security:MCX-N94X-N54X
https://www.nxp.com/products/processors-and-microcontrollers/arm-processors/i-mx-applications-processors/i-mx-8-applications-processors:IMX8-SERIES
https://www.nxp.com/products/processors-and-microcontrollers/arm-processors/i-mx-applications-processors/i-mx-7-processors/i-mx-7ulp-family-ultra-low-power-with-graphics:i.MX7ULP
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-crossover-mcus/i-mx-rt1060-crossover-mcu-with-arm-cortex-m7:i.MX-RT1060

NFC Connectivity

NTAG5-LINK: NTAG® 5 Link: NFC Forum-Compliant I?C Bridge for loT on Demand
NTAG5-BOOST: NTAG® 5 Boost: NFC Forum-Compliant I12C Bridge for Tiny Devices

Wireless MCU

88W9098: 2.4/5 GHz Dual-Band 2x2 Wi-Fi® 6 (802.11ax) + Bluetooth® 5.3

Voltage Level Translator

NTS0304E: 4-Bit Dual-Supply Translating Transceiver (Open-Drain, Auto-Direction Sensing)
GTL2014PW: 4-Bit LVTTL-to-GTL Transceiver

High-speed Multiplexer

CBTL04083A_CBTL04083B: 3.3 V, Four Differential Channel, 2-1 Multiplexer/Demultiplexer Switch for PCI Express Gen3
CBTL06DP213EE: Third Generation High-Performance DisplayPort Multiplexer
CBTLO8GPO53EV: USB Type-C High-Performance Crossbar Switch IC

LED Driver

PCA9624: 8-Bit Fm+ [)C-Bus 100 MA 40 V LED Driver

LCD Driver

LCD Graphic Drivers: LCD Graphic Drivers

Real-time Clock

PCA8565: Real-Time Clock/Calendar

Temperature Sensor

P3T1035xUK: I13C, IZC—Bus, +0.5 °C Accuracy, Digital Temperature Sensor
P3T2030xUK: I13C, IZC—Bus, 2.0 °C Accuracy, Digital Temperature Sensor

PCT2202UK: Ultra-Low-Power, 1.8 V, 1 Deg. C Accuracy, Digital Temperature Sensor with 12C-Bus Interface
LM75B: Digital Temperature Sensor and Thermal Watchdog

12C Bus Expander

General Purpose /0 (GPIO): General Purpose /0 (GPIO)

USB Type-C

PTN5110: USB PD TCPC PHY IC
PTN5150: CC Logic for USB Type-C Applications

High-speed Switch

CBTL08GPO053EV: USB Type-C High-Performance Crossbar Switch IC
CBTLO6DP213EE: Third Generation High-Performance DisplayPort Multiplexer
CBTLO6GP213EE: Second Generation High-Performance General Purpose Switch

Signal Conditioner

PTN36043x: USB Type-C SuperSpeed Active Switch
PTN36502: Type-C USB 3.1 Gen 1 and DisplayPort V1.2 Combo Redriver

Bridge

Bridges: Bridge IC Solutions

Security (EdgeLock Discrete)

SEO050: EdgeLock® SEO050: Plug and Trust Secure Element Family — Enhanced loT security with high flexibility
SEO051: EdgeLock® SEO051: Proven, Easy-to-Use loT Security Solution with Support for Updatability and Custom Applets

EDGELOCK-A5000: EdgeLock® A5000 Plug and Trust Secure Authenticator: Authentication Made Secure, Scalable and
Easy

PMIC

PCA9460: 13-Channel Power Management Integrated Circuit (PMIC) for Ultra Low Power Application

Surveillance System Block Diagram



https://www.nxp.com/products/rfid-nfc/nfc-hf/connected-nfc-tags/ntag-5-link-nfc-forum-compliant-ic-bridge-for-iot-on-demand:NTAG5-LINK
https://www.nxp.com/products/rfid-nfc/nfc-hf/connected-nfc-tags/ntag-5-boost-nfc-forum-compliant-ic-bridge-for-tiny-devices:NTAG5-BOOST
https://www.nxp.com/products/wireless-connectivity/wi-fi-plus-bluetooth-plus-802-15-4/2-4-5-ghz-dual-band-2x2-wi-fi-6-802-11ax-plus-bluetooth-5-3:88W9098
https://www.nxp.com/products/analog-and-mixed-signal/voltage-level-translators/4-bit-dual-supply-translating-transceiver-open-drain-auto-direction-sensing:NTS0304E
https://www.nxp.com/products/analog-and-mixed-signal/voltage-level-translators/4-bit-lvttl-to-gtl-transceiver:GTL2014PW
https://www.nxp.com/products/interfaces/high-speed-multiplexer/3-3-v-four-differential-channel-2-1-multiplexer-demultiplexer-switch-for-pci-express-gen3:CBTL04083A_CBTL04083B
https://www.nxp.com/products/interfaces/high-speed-multiplexer/third-generation-high-performance-displayport-multiplexer:CBTL06DP213EE
https://www.nxp.com/products/interfaces/usb-interfaces/usb-type-c/high-speed-signal-switches/usb-type-c-high-performance-crossbar-switch-ic:CBTL08GP053EV
https://www.nxp.com/products/no-longer-manufactured/8-bit-fm-plus-ic-bus-100-ma-40-v-led-driver:PCA9624
https://www.nxp.com/products/interfaces/lcd-drivers/lcd-graphic-drivers:MC_38537
https://www.nxp.com/products/analog-and-mixed-signal/real-time-clocks/real-time-clock-calendar:PCA8565
https://www.nxp.com/products/sensors/i3c-ic-digital-temp-sensors/i3c-ic-bus-0-5-c-accuracy-digital-temperature-sensor:P3T1035xUK
https://www.nxp.com/products/sensors/i3c-ic-digital-temp-sensors/i3c-ic-bus-2-0-c-accuracy-digital-temperature-sensor:P3T2030xUK
https://www.nxp.com/products/no-longer-manufactured/ultra-low-power-1-8-v-1-deg-c-accuracy-digital-temperature-sensor-with-ic-bus-interface:PCT2202UK
https://www.nxp.com/products/sensors/i3c-ic-digital-temp-sensors/digital-temperature-sensor-and-thermal-watchdog:LM75B
https://www.nxp.com/products/interfaces/ic-spi-i3c-interface-devices/general-purpose-i-o-gpio:MC_41850
https://www.nxp.com/products/interfaces/usb-interfaces/usb-type-c/usb-pd-phy-and-cc-logic/usb-pd-tcpc-phy-ic:PTN5110
https://www.nxp.com/products/interfaces/usb-interfaces/usb-type-c/usb-pd-phy-and-cc-logic/cc-logic-for-usb-type-c-applications:PTN5150
https://www.nxp.com/products/interfaces/usb-interfaces/usb-type-c/high-speed-signal-switches/usb-type-c-high-performance-crossbar-switch-ic:CBTL08GP053EV
https://www.nxp.com/products/interfaces/high-speed-multiplexer/third-generation-high-performance-displayport-multiplexer:CBTL06DP213EE
https://www.nxp.com/products/interfaces/high-speed-multiplexer/second-generation-high-performance-general-purpose-switch:CBTL06GP213EE
https://www.nxp.com/products/interfaces/usb-interfaces/usb-type-c/usb-redrivers/usb-type-c-superspeed-active-switch:PTN36043x
https://www.nxp.com/products/interfaces/high-speed-signal-conditioners/type-c-usb-3-1-gen-1-and-displayport-v1-2-combo-redriver:PTN36502
https://www.nxp.com/products/analog-and-mixed-signal/bridges:MC_50962
https://www.nxp.com/products/security-and-authentication/authentication/edgelock-se050-plug-and-trust-secure-element-family-enhanced-iot-security-with-high-flexibility:SE050
https://www.nxp.com/products/security-and-authentication/authentication/edgelock-se051-proven-easy-to-use-iot-security-solution-with-support-for-updatability-and-custom-applets:SE051
https://www.nxp.com/products/security-and-authentication/authentication/edgelock-a5000-plug-and-trust-secure-authenticator-authentication-made-secure-scalable-and-easy:EDGELOCK-A5000
https://www.nxp.com/products/power-management/pmics-and-sbcs/pmics/13-channel-power-management-integrated-circuit-pmic-for-ultra-low-power-application:PCA9460
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Recommended Products for Surveillance System

Layerscape SoC

LS1046A: Layerscape® 1046A and 1026A Processors
LX2160A: Layerscape® LX2160A, LX2120A, LX2080A Processors

Development Platforms

elQ ML Development Environment: eIQ® ML Software Development Environment

Ethernet PHY

F104S8A: F104S8A Four-port Gigabit Ethernet Copper PHY

Security (EdgelLock Discrete)

SE050: EdgeLock® SE050: Plug and Trust Secure Element Family — Enhanced loT security with high flexibility
SEO051: EdgeLock® SEO051: Proven, Easy-to-Use loT Security Solution with Support for Updatability and Custom Applets

Wi-Fi

88W9098: 2.4/5 GHz Dual-Band 2x2 Wi-Fi® 6 (802.11ax) + Bluetooth® 5.3

Ethernet PHY

F104S8A: F104S8A Four-port Gigabit Ethernet Copper PHY

View our complete solution for Building Security.

Note: The information on this document is subject to change without notice.

WWWw.nxp.com



https://www.nxp.com/products/processors-and-microcontrollers/arm-processors/layerscape-processors/layerscape-1046a-and-1026a-processors:LS1046A
https://www.nxp.com/products/processors-and-microcontrollers/arm-processors/layerscape-processors/layerscape-lx2160a-lx2120a-lx2080a-processors:LX2160A
https://www.nxp.com/design/design-center/software/eiq-ml-development-environment:EIQ
https://www.nxp.com/products/processors-and-microcontrollers/arm-processors/layerscape-processors/f104s8a-four-port-gigabit-ethernet-copper-phy:F104S8A
https://www.nxp.com/products/security-and-authentication/authentication/edgelock-se050-plug-and-trust-secure-element-family-enhanced-iot-security-with-high-flexibility:SE050
https://www.nxp.com/products/security-and-authentication/authentication/edgelock-se051-proven-easy-to-use-iot-security-solution-with-support-for-updatability-and-custom-applets:SE051
https://www.nxp.com/products/wireless-connectivity/wi-fi-plus-bluetooth-plus-802-15-4/2-4-5-ghz-dual-band-2x2-wi-fi-6-802-11ax-plus-bluetooth-5-3:88W9098
https://www.nxp.com/products/processors-and-microcontrollers/arm-processors/layerscape-processors/f104s8a-four-port-gigabit-ethernet-copper-phy:F104S8A
https://www.nxp.com/pip/BUILDING-SECURITY
https://www.nxp.com
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