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1. Introduction

This document gives information on how to get started with the A71CH Mini PCB board
(OM3710A71CHPCB) for evaluation of A71CH features in a Windows computer. It gives
an overview of the required hardware and software options. It also gives step-by-step
instructions for setting up the development environment as well as full directions for
running the example application in a Windows-based environment.

2. A71CH Overview

The A71CH is a ready-to-use solution, enabling ease-of-use security for 10T device
makers. It is a secure element capable of securely storing and provisioning credentials,
securely connecting loT devices to public or private clouds and performing cryptographic
device authentication.

The A71CH solution provides an outstanding level of security measures to protect the IC
against many physical and logical attacks. It can be integrated in various host platforms
and host operating systems to secure a broad range of applications. In addition, it is
complemented by a comprehensive product support package, offering easy design-in
with plug & play host application code, easy-to-use development kits, reference designs,
documentation and IC samples for product evaluation.

3. System description

The A71CH evaluation setup presented in this document consists of an A71CH security
IC connected to a Windows-based platform through a FRDM-K64F or FRDM-K82F board
programmed to act as a virtual COM port and the A71CH Arduino compatible kit
(OM3710A71CHARD). Fig 1 shows a basic diagram of the system architecture.

Development PC o
Kinetis board OM3710/A71CHARD

Arduino

El Windows Interface

Board

Fig 1. System architecture diagram.

The document explains the following parts:

e Hardware overview: It describes the FRDM-K64F and the FRDM-K82F
development platforms as well as the A71CH Arduino compatible kit
(OM3710/A71CHARD).

e Hardware setup: It describes how to connect the A71CH Arduino compatible kit with
the FRDM-K64F or the FRDM-K82F boards.

e Software setup: It describes how to configure the development environment and
how to import the required software packages

AN12134 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.
Application note Rev. 1.0 — 09 July 2018 3 0f 53
COMPANY PUBLIC 492510



NXP Semiconductors AN12134

A71CH Quick start guide for Windows

e A71CH application examples execution: It describes how to run the A71CH
Windows-based application examples contained in the A71CH Host software
package for

e RJCT server: It describes how to use the RICT server to communicate with A71CH
from a remote or local client process.

In addition, the document includes the following appendix:

e USB to I?C bird: It describes how to use the USB to 12C bird — Ascot adaptor
(OM3710/B001) to interface a Windows platform as an alternative to a Kinetis board
configured as a virtual COM port.

e VCOM driver installation: It describes how to troubleshoot VCOM driver installation
issues.

4. Hardware overview

This setup uses a Windows laptop as a host MCU while the A71CH security IC acts as
the protected storage module. The following material is needed:

1. A computer running Microsoft Windows 7 (32 or 64 bit) or later.
2. The A71CH Arduino compatible development kit (OM3710/A71CAHRD).
3. The FRDM-K64F or FRDM-K82F evaluation board.

4.1 A71CH Arduino compatible development kit (OM3710/A71CHARD)

The OM3710/A71CHARD is an Arduino development kit containing two items as well:
1. An A71CH Mini PCB board (OM3710/A71CHPCB)

2. An Arduino interface board, allowing the user to connect the A71CH to any host
featuring an Arduino compatible header (e.g., many LPC, Kinetis and i.MX boards in
the industry).

4.1.1 A71CH Mini PCB board (OM3710/A71CHPCB)

The OM3710/A71CHPCB board is a small PCB containing the A71CH solution and a set
of jumpers for the I12C or SPI host interface selection (Note that only the 1°C driver is
available; SPI support might be added in future revisions).

Fig 2 shows an image of the MiniPCB. It features two connectors that can be used
depending on which communication interface is employed. The figure shows the jumpers
configuration that enables the use of the A71CH I2C interface.
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Fig 2. A71CH mini PCB OM3710/A71CHPCB.

To enable the I12C communication protocol, it is necessary to configure JP5/6 according
to Table 1. JP2 connects the A71CH to the on-board 3.3V voltage regulator on the
MiniPCB board. The jumpers JP3 and JP4 enable the [2C SDA/SCL pull-up resistors.
JP7 can be used to connect the A71CH reset signal.

Table 1.  Default OM3710/A71CHPCB Jumper settings

Jumper Setting Usage
JP1 Not set External VCC connection
JP2 3-4 Connect A71CH to 3.3V regulator on MiniPCB
JP3 Set Connect 12C SDA pull-up resistor
JP4 Set Connect I12C SCL pull-up resistor
JP5 1-2 Use [2C address 0x92/0x93
2-3 (Default) Use [2C address 0x90/0x91
JP6 1-2 Activate I2C interface
JP7 Not set (Default) A71CH operates
Set A71CH IC reset

The board schematic and layout are shown in Fig 3 and Fig 4.
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Fig 3. OM3710/A71CHPCB board schematic.
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Fig 4. OM3710/A71CHPCB board silkscreen.
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4.1.2 Arduino interface board

The Arduino header board permits the user to interface the A71CH OM3710/A71CHPCB
with other platforms with dedicated Arduino headers (e.g., FRDM-K64F and FRDM-K82F
Kinetis boards). Fig 5 shows the board pinout.
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(1) Connection from the perspective of a matching Arduino Shield (top view)

Fig 5. A71CHARD Arduino header.

4.2 Freedom development platforms for Kinetis

4.2.1
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The section details the Freedom development platforms for Kinetis supported by the
A71CH support package for Windows machines.

FRDM-K64F

The Kinetis FRDM-K64F [FRDM_K64F] development platform is a simple, yet
sophisticated design, featuring a Kinetis K64 series microcontroller, built on the ARM®
Cortex®-M4 core. The FRDM-K64F can be used to evaluate the K64, K63, and K24
Kinetis K series devices. It features the MK64FN1MOVLL12 MCU, which boasts the
maximum operation frequency of 120 MHz, 1 MB of flash, 256 KB RAM, a full-speed
USB controller, Ethernet controller, secure digital host controller, and analog and digital
peripherals.

The FRDM-K64F hardware is form-factor compatible with the Arduino R3 pin layout,
providing a broad range of expansion board options. The onboard interface includes a
six-axis digital accelerometer & magnetometer, RGB LED, SDHC, add-on Bluetooth
module, add-on RF module, Ethernet and OpenSDAV2, the NXP open-source hardware
embedded serial and debug adapter running an open-source bootloader.
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Fig 6. FRDM-K64F Freedom development platform for Kinetis K64, K63 and K24 MCUs.

4.2.2 FRDM-K82F

The Freescale Freedom K82 hardware [FRDM-K82F] is a simple yet sophisticated
design featuring a Kinetis K series microcontroller built on the ARM® Cortex®-M4 core
which features a floating-point unit (FPU).

The FRDM-K82F can be used to evaluate the K80, K81, and K82 Kinetis K series
devices. The FRDMK82F board features the K82FN256VLL15 MCU, which boasts a
maximum operation frequency of 150 MHz, 256 KB of flash, a 256 KB RAM, a full-speed
USB controller with available crystal-less operation, and analog and digital peripherals.

Fig 7. FRDM-K82F Freedom development platform for Kinetis K80, K813 and K82 MCUs.

5. Hardware setup

AN12134

The hardware setup consists of mounting the different system parts together. Three
simple steps are required. First, make sure the jumpers of the OM3710/A71CHPCB are
properly configured.
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Fig 8. A71CH mini PCB OM3710/A71CHPCB.

Then, plug the A71CH Mini PCB board (OM3710/A71CHPCB) to the I2C adaptor of the
Arduino interface board (Fig 9).

Fig 9. A71CH Mini PCB board (OM3710/A71CHPCB) mounting on the 12C adaptor of the
Arduino interface board.

Finally, plug the A71CH into the Kinetis board using the Arduino adaptors (Fig 10).
Please note the Arduino shield board comes with male connectors below.
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Arduino headers Arduino headers

Arduino headers ) Arduino headers

Fig 10. A71CH Arduino kit mounted on Kinetis FRDM-K64F board.

Then, A71CH security IC is connected to the Kinetis board through the Arduino interface
board (Fig 11).

Fig 11. Arduino interface board connected to the Kinetis board (FRDM-K64F).

As can be observed, there are two USB connectors in the FRDM-K64F and FRDM-K82F
boards (Fig 12). The USB connector highlighted in red corresponds to OpenSDA serial
port. This port is used by the development PC to configure the Kinetis board as a virtual

COM port. The USB connector highlighted in yellow corresponds to the virtual COM
connector port.
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Fig 12. Red USB indicates OpenSDA serial port. Yellow USB indicates virtual COM
connector port (FRDM-K64F).

6. Software setup

6.1

AN12134
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This section details the required steps to complete the software setup for running the
A71CH application examples in a Windows-based platform.

Note: This section details the software setup for running the A71CH application
examples in Windows-based platforms based on A71CH HostLib v1.4.0. If you are using
a different A71CH HostLib version, the screenshots or project names indicated in this
section may differ.

MCUXpresso IDE installation

MCUXpresso IDE is a fully featured software development environment for NXP’s ARM-
based MCUs, and includes all the tools necessary to develop high-quality embedded
software applications in a timely and cost-effective fashion.

MCUXpresso IDE is based on the Eclipse IDE and includes the industry standard ARM
GNU toolchain. It brings developers an easy-to-use and unlimited code size development
environment for NXP MCUs based on Cortex-M cores (LPC, Kinetis and i.MX RT). The
IDE combines the best of the widely popular LPCXpresso and Kinetis Design Studio
IDEs, providing a common platform for all NXP Cortex-M microcontrollers.

MCUXpresso IDE is a free toolchain providing developers with no restrictions on code or
debug sizes. It provides an intuitive and powerful interface with profiling, power
measurement on supported boards, GNU tool integration and library, multicore capable
debugger, trace functionality and more. MCUXpresso IDE debug connections support
Freedom, Tower, EVK, LPCXpresso and custom development boards with industry
leading open-source and commercial debug probes including LPC-Link2, P&E and
SEGGER.
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The fully featured debugger supports both SWD and JTAG debugging, and features
direct download to on-chip and external flash memory

The installation file of MCUXpresso can be found in [MCUXPRESSO_IDE]. The setup
wizard will guide the user through the process of installing MCUXpresso correctly. Since
MCUXpresso requires extra drivers during the installation, check all the items on the list
to allow the installation of the drivers. Make sure the checkbox for installing the NXP
debug drivers is activated (Fig 13).

Note: Please, install MCUXpresso IDE version 10.2.0 or higher

@ Setup - MCUXpresso IDE =

Optional debug driver selection
These drivers are required when using the debug probes listed below.

Windows may issue warnings when installing drivers that the IDE requires.
These include drivers from Jungo Connectivity, PE Micro, SEGGER.,

and Ashling Microsystems Ltd as well as NXP.

If prompted, please allow these drivers to be installed.

N¥P LPC-Link 1 Debug drivers
Red Probe Debug drivers

http: /i .nxp. comimeuxpressa/fide - Bade ][ Mo l’ P—

b 4

Fig 13. MCUXpresso install wizard.

6.2 OpenSDA configuration

AN12134
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OpenSDA is a serial and debug adapter built into the Kinetis board. It provides a bridge
between the development PC and the Kinetis MCU, which can be used for debugging,
flash programming and serial communication all over USB.

Note: This section explains how to install the correct OpenSDA bootloader firmware
version to the Kinetis FRDM board. This needs to be done for debugging, flash
programming, and serial communication over a single USB connection between a host
and an embedded target processor. If this section is not followed carefully, it is possible
that the examples will not be executed.

To configure OpenSDA into the Kinetis board, an OpenSDA bootloader (.bin file) should
be downloaded from OpenSDA website [OPENSDA_FIRMWARE]. Scroll down the page
to section ‘Compatible Evaluation Boards’ and search for the target Kinetis board. For

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.
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instance, Fig 14 depicts the OpenSDA bootloader version defined for the Kinetis FRDM
K64: version 2.0.

Compatible Evaluation Boards

The following eval boards have been tested with the J-Link OB firmware and are known to be working. Other eval board may work as well but are not guaranteed to do so. In case of doubt, please consult
SEGGER.

Evaluation Board OpenSDA bootloader version
_ ‘

5
FRDM-K28F 21

‘ FRDM-K64F 20 I

Fig 14. OpenSDA bootloader version for the Kinetis FRDM-K64F.

Once the OpenSDA bootloader version is identified, click on the ‘Downloads’ section,
and scroll down until ‘J-Link OpenSDA — Generic Firmwares’ appears and download the
desired version. Fig 15 illustrates the process; in this case OpenSDA V2 Bootloader has
been selected according to the compatible evaluation boards table previously mentioned.

Resources

User Manual

& Downloads

Bi Release Notes
B4 Update Notification
W Pricing

® support

l

= Supports all ARM based NXP boards which comes with on-board OpenSDA (e.g. Freedom board, Tower System, etc.)
= Implements SWD debug protocol and virtual COM port functionality
. inf .

J-Link OpenSDA - Generic Firmwares

Click for downloads

S S S TS BT S

© OpenSDA V1 Bootloader [2017-11-16] Sl & DOWNLOAD
B OpenSDA V2 Bootloader [2017-11-18] 68 KB & DOWNLOAD

Fig 15. Desired firmware for the Kinetis FRDM-K64F.

To write the downloaded firmware into the Kinetis board, the bootloader mode must be
enabled. For this, press the Kinetis board ‘Reset’ button and, while holding it down,
connect a USB cable to the Kinetis board (e.g., FRDM K64, Fig 16).
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Fig 16. Enabling bootloader mode.

After connecting the USB cable to the Kinetis board, the green led located inside the

yellow square will start blinking and the development PC will show a new drive called
‘BOOTLOADER".

Drag the downloaded firmware directly into the drive (Fig 17). Once the file is copied
inside the ‘BOOTLOADER’ drive, unplug the Kinetis board and plug it again. The green

led remains still, thus indicating that the OpenSDA bootloader firmware has been
configured correctly.

Op-enSDA_
V2.bin

v Devices and drives (3)

- L) 05(C) USB Drive (D) BOOTLOADER (E:)
in ;? i I L
Wyt 324 GB free of 475 GB W™ 34,4 GB free of 57.8 GB W™ 124 KB free of 144 KB

Fig 17. Copying the firmware into the Kinetis board in ‘BOOTLOADER’ mode.
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6.3 Kinetis SDK package for A71CH

To generate and download your customized SDK for your Kinetis FRDM board, you can
enter the MCUXpesso SDKBuilder website [SDKBuilder] and follow these steps

1. Select your Kinetis FRDM board and click on ‘Build MCUXpresso SDK’; in this case
the selected board is the FRDM-K64F (Fig 18).

Select Development Board

Search by Name Hardware Details

FROM-KE4F

MHEAF12

Select a Device, Board, or Kit

* Boards

* Kinetis

FROM-K22F Asiong

FROM-H28F | - e | g
T

FROM-KSEF @

FROM-KEZF (.j Explore Selection wih Pis box

FROM-KEO2Z40M =

FROM-KEQ4Z

Name your SDK

FROM-KE4F

Fig 18. SDKBuilder website.

In the next screen, select the software components (Fig 19):
1. Select ‘Add software component’.

2. Select the middleware; choose options ‘FatFS’, ‘USB stack’, ‘IwlP’, ‘mbedtls’, ‘Secure
Element’, ‘Amazon-Freertos Kernel’ and ‘AWS loT".

3. Click on ‘Save changes’.
4. Finally, click on ‘Download SDK'.
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SDK Builder

Generate a downloadable SDK archive for use with desktop MC!

Select Software Components

‘Setect apional components from e list beiow 10 be aaded 10 your SOK

7 flems selecied -4

Selscted Middieware

Developer Environment Settings

Selections here will Impact files and exampies projects inciuded in the SDK and Gene AWS o Tement, USB stack, WiP, mbedts
AMazon-FreeRTOS Kemel FRDM-KG64F
Host OS Toolchain / IDE MKE4F12
Windows - MCUXpresso IDE

req Cortex-M4F / 120MHz

1024 KB Flash

256 KB RAM
Select Optional Middleware
Add middieware, operating systems, and software libranes o your SDK.

="

KSDK 2.4.0 (released 2018-05-25)

Windows
in MCUXpresso IDE
This MCUXpi SDK i ion is i for direct ddieware: FatFS, USB stack, IwIP
Archive Name )
nioad SDK 6 FRDMNEAF (3 Documentation

Don't use: [EERRUARAAY in the name of your SDK Base SDK & MCUXpresso SDK AP| Reference Manual

Fig 19. Configuring the SDK to download.

The downloaded SDK should be imported in MCUXpresso IDE. To import the SDK into
MCUXpresso IDE, drag and drop the SDK file inside the red square (‘Installed SDKs’)
and then click ‘OK’ to confirm the operation (Fig 20).

(&) Quicks... (0= Global.. (v Variab... %oBresk. S Outine = 0

. [ installed 5DKs 7 . ] , © it G swe nfiy 8D e&|eyg=n
- MCUXpresso IDE (Free Edition)
L @ Installed SDKs

= Start here Toinstall an SOK, simply drag and drop an SDK. (zip file/folder) into the Instafled SOKS' view.
Name SOK Version Manifest Version Location
V| 3 SOK 2 FROM-KBAF 230 a0 . <Defaukt Location>\SDK 20 FROM-K64F MK.zip

Fig 20. Installing the downloaded Kinetis SDK into MCUXpresso.

@ wodpace

6.4 Importing a project in MCUXpresso IDE

There are two possible ways to import A71CH project examples in MCUXpresso IDE,
depending on if we are using the MCUXpresso project files bundled with the A71CH Host
Software package installer or if the installed SDK package already contains the A71CH
middleware:

e Importing the A71CH example projects from local drive (bundled with installer)
e Importing the A71CH example projects from the installed SDK.
6.4.1 Importing the A71CH example projects from the installed SDK

The first option is to import the A71CH example projects from the installed SDK:

1. Select ‘Import SDK example(s)'... to import available example projects to the
workspace.
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9 Break.. o= Outine = 0O

() Quicks... | (¥= Global... (x)=Variab...

»

. MCUXpresso IDE (Free Edition)
(_ioE )

w Start here
. New project...
. Import SDK example(s)... I
& Import project(s) from file system...
@ Build ‘frdmk64f_se_hostlib_examples_vcomAT1CH' [Debug]

m

&f Clean 'frdmk64f_se_hostlib_examples_vcomA71CH' [Debug]

‘ﬁ" Debug 'frdmk64f_se_hostlib_examples_vcomAT1CH' [Debug]

T

) Edit ‘frdmkb64f_se_hostlib_examples_vcomATICH' project settings

@8 Quick Settings>>
‘E Export project(s) to archive (zip)

‘O workspace

Fig 21. Importing project from SDK.

An SDK Wizard window will pop-up:
2. Select ‘frdmk64f from Available boards and then click the next button (Fig 22).

- MP=

@ device: using

. Board and/or Device selection page

-

~ SDKMCUs Available boards

MEUs from installed S0k Please select an available board for your project.
NP MKBAENTMOR12 Supported bowds for device MKGINIMOo12
. K
KGN TMOsci2
5D for selected MCU
Target Core: cortermi Name SDKVersion  Manifest Ve... Location
HSOK 2 FROMCKSHF 240 320 [, <Default Location> \FROM-KS4F (2

Description:
K62_120 Kinetis ® K64-120 MHz, 256KB SRAM Microcontrollers (MCUs)
based en ARM® Cortex®-Ma Core

®

Fig 22. Importing project from SDK. Board selection page.
3. Alist with different elements included in the SDK will appear; click on ‘se-hostlib-
examples’ and ‘Finish’ (Fig 23).

© NXP B.V. 2018. All rights reserved.
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SDK Debug Console '« Semihost | LIART

Import other les

Fig 23. Importing project from SDK. Select A71CH example projects.
The imported examples will appear in the workspace window

6.4.2 Importing A71CH example projects from local drive (bundled with installer)

The second option is to use the project files bundled with the A71CH Host Software
package installer. The A71CH Host Software Package can be downloaded from
[A71CH_HOST_SW]. For instance, these are in
‘A71CH_v<libversion>/frdmk64f_projects’ in the case of the FRDM K64F board. The
content of this folder is illustrated in Fig 24. As can be seen, there are three example
projects:

e A71CH Host APl usage project: demonstrates the usage of various functionalities
of the A71CH in combination with mbedTLS cryptographic library.

e VCOM project: allows the Kinetis board to be used as a bridge between the PC and
the A71CH and enables the execution of the A71CH Configure tool and other utilities
from the development PC. It will be used in this document.

¢ AWS JITR demo project.
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Organize - Include in library = Share with = Burn
{ Favorites Mame
Bl Desktop , ATICHMain
4 Downloads | aws_jitr_demo
=] Recent Places ) veomAT1CH

Fig 24. Content of ‘frdmk64f_projects’ folder.

——,
@u'| o » Computer » Local Disk (C:) » nxp » ATICH w1400 » frdmkB4f_projects »

MNew folder
Date modified Type

13-Apr-1811:25 AM  File folder
13-Apr-1811:25 AM  File folder
13-Apr-1811:25 AM  File folder

To import a project from file system, click on ‘Import project(s) from file system...” in the

‘Quick start Panel’ located in the bottom left (Fig 25).

I Mcuxpresso IDE (Free Edition)
\_IOE

w Start here

. New project...
. Import SDK example(s)...

® Import project(s) from file system...
“
’

Fig 25. Import project from file system.

(U Quickstart Pa... (9= Global Variabl... (x)= Variables ©g Breakpoints 5= Outline = O

m

All information provided in this document is subject to legal disclaimers.

After clicking the import option, a new pop-up will open. In the ‘Project directory

(unpacked)’ field, browse and point to the correct project directory (Fig 26). Then, click on
‘Next’.
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8 import project(s) from file system... 2 =
Import project(s) from file system... =
Select the examples archive file to import.

Projects are contained within archives (.zip) or are unpacked within a directory. Select your
project archive or root directory and press <Next>. On the next page, select those projects you
wish to import, and press <Finish>.

Project archives for LPCOpen and 'legacy’ examples are provided.
Project archive (zip)

Archive Browse...

Project directory (unpacked)
Root directory C:Anxp\ATICH v1.4.0.0

LPCOpen
LPCOpen is the recommended code base for Cortex-M based NXP LPC Microcontrollers.

MCUXpresso IDE includes the LPCOpen packages which can be imported directly by pressing the Browse
button in the Project archive (zip) section, above, and navigating to the Examples/LPCOpen directory.

Alternatively, press the button below to Browse the nxp.com website for latest resources.

l Browse LPCOpen resources on nxp.com...

@ < Back Nea> |l Finish ]| Concel

Fig 26. Project directory to import.

Finally, select all the available A71CH example project and then click on ‘Finish’.

Note: It is of most importance to uncheck the “Copy projects into workspace”, as shown

in Fig 27.
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3 Import project(s) from file system... Lo | B ]
Import project(s) from file system... T I
Select a directory to search for existing Eclipse projects. k 4{
Projects: |
[¥] ATLCHMain (C:\nxp\AT1CH_v1 4.0.0\frdmif4f_projects\AT1CHMain) Lm All
V| aws_jitr_demo (C:\nxp\AT1CH_v1 4.0.0\frdmkb4f_projects\aws_jitr_demo) —
[ veomAT1CH (C:\nxp\AT1CH_v1.4.0.0\frdmkB4f_projects\vcomAT1CH) I Deselect All
[ Refresh |
|
Options
|71 Copy projects into workspace h Uncheck
Werking sets |
{1 Add project to working sets New... J
@ ST R ||

Fig 27. Project directory to import.

6.5 Microsoft Visual Studio IDE installation

Microsoft Visual Studio is an integrated development environment (IDE) from Microsoft. It
is used to develop computer programs, as well as web sites, web apps, web services
and mobile apps. It is only needed to build and run the Host API examples. The A71CH
configuration tool is delivered as well as precompiled binary in the host library package.

All information provided in this document is subject to legal disclaimers.
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9] _opensut_sT1ch_veom_x86 - Microzoft Visusl Studio Il )] sk Launch (e P . & x

Fle €t View Project Buld Debug Team Tool Test Amahie Window Hep Algjandro Femandez - [

G- W7 -0 -] Debug - Wik - P Local Windows Debugger = | 3% o L]

< R <oiution Eapierer -9 x
el % a71ch e | (Global Scope) @E- b5 8w o s

|b & .

p-

Tich_veom x36' (13 projects)
5 result = 1;
printf( “\r\n runStart exaes()\r\n

DEV_ClearchannelState();

result & RFC3304(INIT_MODE_RESET);

/4 HKDF
result &= axSymHkdf(INIT_MODE_RESET);

e
result &= exSymMmacsha2Se(INIT_MOOE_RESET);

RESET_DO_SCP3);

RFC3304( INTT_HODE_RESET_DO_SCP@3);

SymHikd £ INIT_MODE_RESET_DO_SCPR3);

result & exSymHmacSha256(INIT_MODE_RESET_DO_SCPO3);
1% -

Output

Show output from:

(Name)
Niames the fle cbject.
Error List (oA

4 Addto Source Control =

Fig 28. Microsoft Visual Studio 2017.

The available A71CH projects for Microsoft Visual Studio support Microsoft Visual Studio
2010, 2012, 2015 and 2017 versions. The Microsoft Visual Studio IDE installation
process can be found as part of the Microsoft online documentation.

7. AT71CH application examples execution

The A71CH Host software package includes two application examples that can be
executed in a Windows platform:

e A71CH Host APl usage example: A sample project including a set of source code
examples oriented to show the A71CH Host Library usage.

e A71CH Configure Tool: A command line tool that supports the injection of
credentials into the A71CH.

Note: This section details the A71CH application examples execution based on A71CH
HostLib v1.4.0. If you are using a different A71CH HostLib version, the screenshots or
project names indicated in this section may differ.

The following steps are required to run the A71CH Windows-based applications:

e Load ‘xxx_se_hostlib_examples_vcomA71CH’ program into the Kinetis using
MCUXpresso.

e Connect the Kinetis to the Windows platform over USB.
o Build the A71CH same projects with Microsoft Visual Studio.
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o Start the built application from a Windows terminal, passing the virtual COM port
address as input argument.

7.1 Set the Kinetis board as virtual COM port

Before running the A71CH example applications from a Windows platform, the Kinetis
must be programmed as a virtual COM port. If the SDK has already been installed, and
the project examples have been imported as explained in section 6.4, open MCUXpresso
IDE and take the following steps (Fig 29):

1. Select ‘frdmk64f_se hostlib_examples_vcomA71CH’ project.

2. Click on Debug ‘frdmk64f_se_hostlib_examples_vcomA71CH [Debug] (Note that the
name can be slightly different in future versions of the Host software package).

3. Select J-Link OpenSDA probe and click on ‘OK’. Make sure the OpenSDA serial port
is connected to the Windows platform (Fig 12, highlighted in red)

4. If a ‘Terms of use’ pop-up appears, check ‘Do not show this message again for
today’ box and click ‘Accept’.

- S— - - Y SgT=
® | ® 3, Lidf X (o
) @ Welcome £ =
@ 5 Tled/fCUrap/MCUpressolDE 1011 606/ide i ion.btm - >
“wir
PN
] Probes discovered i J-Link V6.20q - Terms of use e
Connect to target: MKS4FNIMGxo2 F
et S e e | | The connected emuiatoris an DpenSDA wening a J-Link compatible frware.
In order to make use of this fimware, the following Terms Of Use must be accepted
Available attached probes .|| |TERMS OF USE
o
Hame SerslrumberD Type  Manu.. IDE Debug Mode 1) The fimusare s only to be used wih Freescale taiget devices. Lising it with other devices is prohibited
¥ 00000 = o | fand ik
B irk opeina ) Hi ek 2) The famuware is for use with evaluation boards arly. It i nat for use with custom hardware.
3) The farmwsare may only be used for development and/or evaluation purposes. It may not be used for
[ || |production purposes.
4) The famusare s made available without any wairanty and without suppoit
51T the OpenSDA 3
For please refer opensda himl L
If there is any doubt f a certai considered wilhin g0ing
Supperted Probes fick/untick to enable/disable) itis stiongly recommended to consuk SEGGER priot to use.
B i 6 Tk s B IR ) e I order to conlact SEGGER, please visit hilp: /v segger com/contact-us. il
4| || [ PBEMicro probes | {For development on target hardware, w recommend our mdusty lesding BlMmB-x-=0
¥ SEGGER )-Link probes - Link PO [1etp://smsn segger comlink.pio i)
cterminsted ford | FiL s U i
= Executed) p B fink
() Quicks.. 0= Global., 0+ Variah.. % Break.. S Outine = 01 Prsesunch i jt:‘t;aalmp ";‘:;;3599':“:””{2:;“ pls bt}
Search again | =l
' For prolessional production flash e =
R Mcuxpresso IDE (Free Edition) | Fxpotesscrl paochy PO e e

7 Remember my selection (for this Launch configuration) |

| ¥ Do not shows this message again for today Declne | Accepl
= Start here tctoses §| (@ o || concel | [

3 |4

O e MsS] 3 (rdmik T1CH)

Fig 29. Configuration steps to debug using MCUXPresso IDE Console.

After that, the project will start to compile and execute automatically.
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7.1.1 Connect the Kinetis board to the Windows platform over USB

Once the Kinetis board has been configured as a virtual COM port, connect it to the
Windows-based platform through the USB port highlighted in yellow in Fig 12. If the
Kinetis board is not recognized, check Appendix B for drivers troubleshooting.

7.2 Running A71CH Configure tool

In order to run the A71CH Configure tool, the Kinetis board is programmed to behave as
a USB to 12C adapter and the A71CH Configure tool application is executed from a
development PC running a Windows platform. Fig 30 illustrates the system architecture
of this scenario.

Development PC

1. Use MCUXpresso to load
‘frdmk64f_se_hostlib_examples_vcomA71CH’
2 Build ‘A71CH project example into Kinetis MCU Kinetis MCU is configured
Configure tool’ Microsoft [~~~ 77777 TTTTTTTTTTTTTTTTTTTTTTTTTT TS > as VCOM port (acting as

Visual Studio application USB to C bridge)

3. Run A71CH Configure tool from Windows terminal

and send commandsto A71CH over VCOM 4. Kinetis MCU forwards
the commandto A71CH

5. A71CH sends response

6. Kinetis MCU forwards A71CH response to the to the command
development PC

Fig 30. Running A71CH Configure tool system setup (e.g. FRDM-K64F).

Fig 31 indicates the path to the A71CH Configure tool files (depending on the Microsoft
Visual Studio installed version). As can be observed, there are *_vcom_’ projects and
‘_socket_’ projects. The first ones are meant to output the APDU commands through a
virtual COM port, while the *_socket_’ projects are meant to output the APDU commands
through a TCP/IP socket (these will be further presented).

Open the *_vcom_’ project by double-clicking *_openssl_a7lch_vcom_x86.sIn’. Microsoft
Visual Studio will be automatically opened.
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NS
bin
demo obj
doc o) _openssl_a71ch_vcom_x86.sIn
ext & a71ch_ex.vexproj
frdmk64f_projects %] a71ch_src.vexproj
hostLib AT1CH_socket_openssl % A7T1CHConfig.vexproj
inf AT1CH_vcom_mbedtls 1] A71CHConfig.vexproj filters
linux | AT1CH_vcom_openss| I @ A7T1CHConfig.vexproj.user
tools AT1CH_vcom_stub %] ax_api.vexproj
vs2010_projects 51 ax_api.vexproj filters
vs2012_projects ) ex_hlsevexproj
vs2015_projects %] hiseA71CH.vcxproj
vs2017_projects | hostCrypto.vexproj
win32 %] infra.vexproj
W7 EULA.rtf %] mainA71CH.vexproj
(® Uninstall.exe M platform.vexproj

M scp.voxproj

%] smCom.vexproj

[ tstUtil.vexproj

Fig 31. Localization of the Visual Studio A71CH projects in the Host Library.

To configure the virtual COM address into the A71CHConfig project, do the following:

1. Right-click ‘A71CHConfig’ in the ‘Solution Explorer’ tab and open the ‘Properties’
window.

2. Then, in ‘Configuration Properties — Debugging’ tab make sure the virtual COM
address is set in the ‘Command Arguments’ field.

3. Once the VCOM port has been defined, invoke menu Build - Build Solution to create
the executable.

Fig 32 illustrates the above-mentioned steps to build the project in Microsoft Visual
Studio. The ‘Build Solution’ option has been highlighted in red, while the ‘Properties’ and
‘Command Arguments’ field have been highlighted in green. In addition, each step has
been numbered in the figure.
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| Plotform: | Actere{Win32)

Debugger to launch:

Locel Windows Debugger

Command Arguments
Tie ot v arpusra s o the appication

4 Addte Source Cantrol +

Fig 32. Visual Studio 2017. Building the A71CHConfig project.

The resulting executable will be named ‘A71CHConfig_vcom.exe’ and will be in directory
‘tools’. To run the obtained executable, open a PowerShell window in ‘tools’ folder. This
can be easily done by right clicking the folder while pressing the shift key. Once in the
PowerShell window, it is possible to search and list all the existing .exe files
(executables) with the following command:

dir *.exe

As shown in Fig 33, the previously built ‘A71CHConfig’ project generated an executable
file inside the ‘tools’ folder.

E¥ Windows PowerShell
PS C:\nxp\A71CH_v1.4.0.0\tools> dir *.exe

Directory: C:\nxp\A71CH_v1.4.0.0\tools

LastwriteTime Length

6/12/2018 12:04 PMm 1514496 A71CHConfig_socket.exe
6/12/2018 11:51 Am 1513472 A71CHConfig_vcom.exe

5/29/2018 5:03 PM 848896 mbedTLS_ax_ss1_client2_vcom.exe
5/29/2018 5:04 PM 817664 mbedTLS_sa_ss1_server2.exe

Fig 33. A71CHConfig_vcom executable file.

Finally, the A71CH Configure tool can be run with the following command:
.\A71CHConfig_vcom.exe COM4 <input_arguments>
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The A71CH Configure tool will be launched and the connection between the Windows
platform and the A71CH over the Kinetis board will be established.

Running A71CH Host APl usage example
The A71CH Host API usage examples are built with Microsoft Visual Studio:

1. In this case, right-click ‘mainA71CH'’ in the ‘Solution Explorer’ tab and open the
‘Properties’ window.

2. Then, in ‘Configuration Properties — Debugging’ tab make sure the virtual COM
address is set in the ‘Command Arguments’ field.

3. Once the VCOM port has been defined, invoke menu Build - Build Solution to create
the executable.

Finally, the A71CH Host API usage example can be executed in two ways.
Run the A71CH Host APl usage executable from a terminal

An executable named ‘mainA71CH.exe’ will be generated in ‘/bin/Debug’ folder

EN Windows PowerShell
PS C:\nxpM\A71CH_v1.4.0.0\vs2017_projects\A7/1CH_vcom_openss I\bin\Debug> dir *.exe

Directory: C:\nxp\A71CH_v1.4.0.0\vs2017_projects\A71CH_vcom_openss 1\bin\Debug

LastWriteTime Length Name

6/12/2018 11:51 AM 1513472 A71CHConfig.exe
4/23/2018 12:30 PM 1642496 hlseA71CH.exe
6/12/2018 12:13 PM 1559040 mainA71CH.exe

Fig 34. mainA71CH executable file.

To launch it, open a PowerShell by right clicking the ‘Debug’ folder while pressing the
shift key. Then, start the executable with the following command:

-\nainA71CH.exe COM6
Where ‘COM®’ is the number assigned to the Kinetis configured as a virtual COM port.

The A71CH Host API usage example will be launched and the connection between the
Windows platform and the A71CH over the Kinetis board will be established (Fig 35).

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.
Rev. 1.0 — 09 July 2018 27 of 53
492510




NXP Semiconductors AN12134

A71CH Quick start guide for Windows

EX Windows PowerShell

-\mainA71CH. exe COMB

256.

Opening COM Port '\\.\C

ATR=0xBS . 04 11.01. Og gg Eq 02 01.01.BA.01.01.BB.0C.41.37.31.30.78.43.48.32.34.32.52.31.BC.00.
: 0x013

Applet Version : 0x0131

SecureBox Version: 0x0000

==SELECT-DONE

a71lchInitModule(Reset)
Reset A71CH.

A71_SetSymKey(0x00)
aesRef [indexAes
DB:FE:E9:E3:B2:/76:15:4 F9:D8:4C:B9:35:54:56

SetSymKey (0x01)

aésRef[wnde\AesKey] )
00:01:02:03:04:05:06 09:0A:0B:0C: 0D:0E: OF

:79:EF:82:CD:F7:12:F2: 8:FD:18:ED:D7:F2:E4

Fig 35. Host APl usage application execution from a Power Shell terminal.

7.3.2 Run the A71CH Host API usage from Visual Studio

Alternatively, the A71CH Host API usage application can be directly executed from the
Microsoft Visual Studio. For this, just click on the ‘Local Windows Debugger’ as
highlighted in Fig 36. A new window will pop-up showing the execution. Also, the user
can add or remove test points to debug the code.
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- | Debug - Wini2 e -l i Rawn,

~ | Solution Explarer

10% -

Output

Show outpt fromi | Debug
|

Fig 36. Host APl usage application execution from Visual Studio.

8. RJCT server

The A71CH Host software package includes a Remote Java Card Terminal server
(RJCT). The RJICT server is a standalone process that can establish a communication
session with a Secure Element on behalf of a client process. Therefore, the RICT server
can be used to communicate with A71CH from a remote or local client process.

Fig 37 illustrates the communication between client process running on a remote
development PC and the A71CH connected to an embedded target. As an example, the
i.MX6UltraLite will be used as the embedded platform. A quick start guide explaining how
to setup the i.MX6UltraLite to start developing with the A71CH can be found in
[QUICK_START_IMX®].
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3 Host MCU

| LMX6UltraLite
| MCIMX6UL-EVKB

Fig 37. Client-Server connection using RJCT server.

The following steps must be followed to establish a communication between a Windows
platform (remote development PC) and the i.MX6UltraLite (embedded platform) over the
RJCT server. In this example, the A71CH Configure tool will be executed.

1. Open a Tera Term terminal to interact with the i.MX6UltraLite platform (Fig 38, 6.3
[QUICK_START_IMX6]). Make sure the i.MX6UIltralLite is connected to the ethernet.

T COMGS - Tera Term VT

File Edit Setup Control Window Help

vice
9 wn8960-a
EXT3- '3 (mmcblhlle error: couldn't mount because of unsupported optional feat
es

“T2-€s (mmelk!D?):
res ( )

EXT4-fs (mmcblklp2): recovery complete
MEXT4-fs (mmcblklp2?): mounted filesystem with ordered data mode.
VFS: Mounted root (ext4 filesystem) on device 179:2,

devtmpfs: mounted
fFreeing unused _kernel memory: 432K (80b14020 - 80b86E2A)

: version booting

Startxngsu ev

udevdl 1l starting version 3.1.5

random: udevd urandom read with 14 bits of entropy available
EXT4-fs (mmcblklp2): re-mounted. Opts: (nu

boot logd: cannot allocate pseudo tty: No such file or directory
Popula lng dev cache
itar: dev/disk/by-label /Bootx2@imx6ul: Cannot stat: No such file or directory
itar: Exiting with failure status due to previous errors

udev-cache: update failed!

IINIT: Entering runlevel: $

Canfsgurlng network interfaces. fec 20b49000.ethernet eth@: Freescale FEC PHY
Iriver [Mic r KSZ8291] (mii _bus :phy_addr=20b4000.ethernet:01, irq=-1)
eth@: link Is not ready

error: couldn't mount because of unsupported optional feat

Opts: (null)

el KSZ8081 o
1IPv6: ADDRCONF(NETDEV UP)
ludhepe (v1.24.1) started
iSending discover.

ISending discover.
Sending discover.

No lease,

done.

iStarting

Starting

done .

Starting

starting
tarting atd

exportfs: can't open setc/exports for reading

NFS daemon support not enabled in kernel

Starting system log daemon...@

Starting kernel log daemon...@

Starting crond:

forkxng to background

system message bus: dbus
OpenBSD Secure Shell server sshd
rpcbind daemon. . .done.
stagd: done

Freescale i.MX Release Distro 4.1.15-2.0.3 imx6ulevk /dev/ttymxc@

imxbulevk logln root

root@imxbulevk:

Fig 38. i.MX6UltraLite boot sequence.
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2. Navigate to the folder where the RIJCT executable is located:
root@imx6ulevk:~# cd axHostSw/linux

3. Check the IP address with the following command:
root@imxéulevk:~# ifconfig
In this case, the i.MX6UIltraLite address is 192.168.10.122

YT COM23 - Tera Term VT
File Edit Setup Control Window Help

root@Pimxbulevk:"# ifconfig

ethd Link encap:Ethernet HWaddr 00:04:9f :B4:ba:1b
UP BROADCAST MULTICAST DYNAMIC MTU:1508 Metric:1
RE packets:0 errors:0 dropped:8 overruns:0 frame:0
T® packets:B errors:0 dropped:8 overruns:@ carrier:8
collisions:B txqueuelen:1068
RX bytes:0 <8.0 B> TX hytes:0 (8.8 B>

Tink ancan-Fthaunat Ul=ddp B0:04:9f:84:ba:1la
inet addr:192.168.10.122 Bcast:192.168.18.255 Mask:255.255.255.0
inetb addr: tedv::Zvad:vttf:feB4:balarsb4 Scope:Link
UP BROADCAST RUNNING MULTICAST DYNAMIC MTU:15688 Metric:1
RX packets:559 errors:@ dropped:8 overruns:8 frame:8

T8 packets:35 errors:B@ dropped:@ overruns:@ carrier:0
collisions:B txgueuelen:10008

RE bytes:55541 <(54.2 KiB> TX bytes:3387 (3.2 KiB>

Link encap:Local Loopback

inet addr:127.8.8.1 Mask:255.86.0.0

inetb addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MIU:65536 Metric:1

RE packets:164 errors:0 dropped:B overruns:8 frame:@
TR packets:164 errors:8 dropped:B overruns:B carrier:8
collisions:B@ txqueuelen:1

RE bytes:12452 <(12.1 KiB> TR bytes:12452 <{12.1 KiB>

Fig 39. Check i.MX6UIltraLite IP address.

4. Launch the RJCT server:
root@imx6ulevk:~# ./rjct_a7l_i2c_imx

Y COM23 - Tera Term VT
File Edit Setup Control Window Help

root@imxbulevk:“/axHostSw/linux#t ./vjct_a?1l_i2c_imx
RemoteJCShell Terminal Server {(supporting SCI2C) Rev 8.92

Establish a connection via JCShell:
/term Remote i{ip—address>:<{port)>
e.g.

sterm Remote 1192.168.1.27:8050

Eeruer: waiting for connections...

Fig 40. Launch RJCT server in the i.MX6UltraLite.

A71 (I2C_CLK_MAX = 408 kHz> - Effective Master Clock depends on Host Platform.

The RJCT starts listening to incoming APDUSs from the remote development PC. Once in

the Windows platform:

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.

Rev. 1.0 — 09 July 2018
492510



NXP Semiconductors AN12134

A71CH Quick start guide for Windows

1. Open the Visual Studio solution *_openssl_a71lch_socket x86.sIn’. Note that in this
case we will be using the *_socket_’ solution since the APDUs will be sent over
TCP/IP to the i.MX6UltraLite.

2. Select the ‘A71CHConfig’ project and set ‘localhost:8050’ in its properties, as shown
is shown in Fig 32. Then, build the selected project.

3. An executable file called ‘A71CHConfig_socket’ will be generated in the ‘tools’ folder
(Fig 33).

4. Open a Power Shell by right clicking the ‘tools’ folder while pressing the shift key.
Then, start the executable with the following command:

.\A71CHConfig_socket.exe 192.168.10.122:8050 interactive
It will launch the A71CH Configure tool in interactive mode (Fig 41).

E¥ Windows PowerShell

PS C:\nxp\A/1CH_v1.4.0.0\tools> .\A/1CHConfig_socket.exe 192.168.10.122:8050 interactive
a71lchCconfig (Rev 1.10) .. connect to A71CH. Chunksize at Tink layer = 256.

full recv: 0000001538FB1800008131FE45504C414345484F4C444552A8
recv: 3BFB1800008131FE45504C414345484F4C444552AB
send: 00A4040005613731636800
recv: 01319000
ATR=0x3B.FB.18.00.00.81.31.FE.45.50.4C.41.43.45.48.4F.4C.44.45.52.AB.
HostLib version : 0x0130
Applet Version : 0x0131
SecureBox Version: 0x0000

Applet-Rev:SecureBox-Rev ; 0x0131:0x0000
> > >

Fig 41. A71CH Configure tool executed in interactive mode.

As can be observed in Fig 42, the RJCT server (in the i.MX6UIltraLite) establishes a
connection with the development PC, receives the packed APDUs from the development
PC and will re-direct these APDUSs to the A71CH.

M COM23 - Tera Term VT - (]

File Edit Setup Control Window Help

rootPimxbulevk:"/axHostSw/ linux#t ./vrjct_a?1_i2c_imx
RemoteJCShell Terminal Server (supporting SCI2C)> Rev B.92
A71 (I2C_CLK_MAX = 4880 kHz) - Effective Master Clock depends on Host Platform.

Establish a connection via JCShell:
/term Remote i<{ip—address>:<{port’>
e.g.
/term Remote 1192.168.1.27:8058

Server: waiting for connections...

Server: got connection from 192.168.108.46

I2CInit: opening /dev/i2c-1

[12C driver: PEC flag cleared

I2C driver supports plain i2c—level commands.

I2C driver supports Read Block.
iTR=Bx3B.FB.18.BB.GB.81.31.FE.45.59.4C.41.43.45.48.4F.4C.44.45.52.RB.

Fig 42. Connection established with the RICT server running in the i.MX6UIltraLite.

AN12134 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.

Application note Rev. 1.0 — 09 July 2018 32 of 53
COMPANY PUBLIC 492510



NXP Semiconductors

AN12134

A71CH Quick start guide for Windows

Then, the response from the A71CH will be sent to the development PC and printed in
the PowerShell terminal. For instance, Fig 43 shows the command ‘info all’ executed
from the development PC. The response to this command is prompted in the terminal
after being sent to the i.MX6UltraLite and consequently to the A71CH.

EX Windows PowerShell

PS C:\nxp\A71CH_v1.4.0.0\tools> .\A71CHConfig_socket.exe 192.168.10.122:8050 interactive
a’lchConfig (Rev 1.10) .. connect to A71CH. Chunksize at link layer = 256.
WSAStartup: OK
d: ATR

0000000400000100

full recv: 0000001538FB1800008131FE45504C414345484F4C444552A8

recv: 3BFB1800008131FE45504C414345484F4C444552A8

send: 00A4040005613731636800

recv: 01319000
ATR=0x3B.FB.18.00.00.81.31.FE.45.50.4C.41.43.45.48.4F.4C.44.45.52_AB.
HostLib Version : 0x0130
Applet Version : 0x0131
SecureBox Version: 0x0000

0x0130
: 0x0131:0x0000

11
¢ 8091000300
: 0131F32210009000
: 8091000100
: 4790700247911210800401198998905348129000

Debug Mode Version (SCP03 1is not set up)
selectResponse: 0x0131
transportLockState: Ox03 (Transport Lock NOT YET set)
0x02 (unlocked)
4096

: 8011000000

recv: 0985

send: 8011010000

recv:

send: 8011020000

recv: 6985

send: 8011030000

recv: 6985

Public Keys from ECC key pairs:

idx=0x00 n.a.
idx=0x01 n.a.
idx=0x02 n.a.
idx=0x03 a

Fig 43. ‘info all’ command executed from the development PC.

9. Appendix A: Running A71CH application examples with USB to I°C

bird

9.1
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The USB to I2C bird — Ascot adaptor (OM3710/B001) can be used to interface a
Windows platform as an alternative to a Kinetis board configured as a virtual COM port.
In this case, the development PC will be connected to the A71CH Mini PCB board
(OM3710/A71CHPCB) through the USB to I12C bird (OM3710/B001). This appendix
presents how to setup the involved hardware and software to execute A71CH
applications using the USB to I2C bird (OM3710/B001).

USB/I2C bird (OM3710/B001)

The OM3710/B001 board is an I°C to USB converter enabling the connection of an
A71CH via USB to a PC. The OM3710/B001 comes with a USB I12C Bird / Ascot adaptor
and I2C bus cable.
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Note: For ordering information: please contact your local sales representative.

Fig 44. USB to I1°C dongle and I2C bus cable.

9.2 Hardware setup

Connect the A71CH mini PCB to the USB to I2C Bird as shown in the following Fig 45.
Please note the connector polarity.

Fig 45. USB to I°C Bird — A71CH mini PCB interface connection.

Finally, connect the USB to I12C Bird to the Windows platform USB port.
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9.3 Software setup

Fig 46 illustrates the system architecture, including a detailed view of the windows
platform and illustrating the software layers involved when using the USB to I2C Bird
solution.

A local server will be created to listen to the IP address where the A71CH application
example APDUs are sent. This local server will be created using the NXPCardServer
java application contained in the A71CH Host software package and will be in charge of
waiting for requests from the IP address, capturing and prompting the APDU commands
in a window, and re-directing these APDUs to the USB to I2C adaptor 1°C address. As
such, a TCP/IP address needs to be passed as an argument when running an A71CH
example application.

ASCOT GmbH USB
to I°C Bird OM3710/AT1CHPCB

!

: ]
, Application [}

1

|
: \
3 \

pr | 12C over ,
NXPCardServer usB USB to I2C TS A71CH

TCP/IP

ELET ]

Fig 46. System architecture diagram. Detailed view on Windows platform.

The following steps are required to run the A71CH Windows-based applications using
the USB to I2C bird:

¢ Install USB to I2C adaptor drivers.

¢ Open a local server with NXPCardServer java application. Local server will listen to
localhost:8050 port and will redirect data to 1°C address 90h. This is a transparent
operation for the user.

¢ Build the target A71CH application with Microsoft Visual Studio.

o Start the built application from a Windows terminal passing the localhost:8050
address as input argument.

9.3.1 USB to I)C ASCOT adaptor — Drivers

To use the USB to I12C Ascot adaptor, it is necessary to install the required drivers. These
can be found in [I2C_BIRD].

Install the executable for your processor (either 32 or 64 bits) and follow the setup wizard
until it is finished. Once the driver has been correctly installed, the USB to 12C adaptor
can be used to establish a communication between the Windows platform and the
A71CH contained in the OM3710/A71CHPCB. Fig 47 shows a capture of the setup
wizard.
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#5 URT 4.0.1 - %

Select Installation Folder ‘

The installer will install URT 4.0.1 ta the fallowing folder

Toinstall in this folder, click "Nest". To install to a different folder, enter it below or click "Browse".

Foalder.
C:4Program Files (+86)%45C0T GmbHAURT 4.0.1% Browse...

Disk Cost...

Install URT 4.0.1 for yourseff, or for anyone who uses this computer:

(®) Everyone
() Just me

Cancel < Back

Fig 47. USB to 1°C Ascot adaptor. Drivers installation wizard.

9.3.2 NXPCardServer
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NXPCardServer is a Java application that is called by using ‘javaws’ command in the
Command Prompt. This command launches Java Web Start, which executes Java
applications or applets hosted on a network and creates a local server instance. This
local server will be constantly listening to the localhost:8050 IP address, and will re-direct
the input commands to the I12C address of the USB to I12C Ascot adaptor.

The NXPCardServer Java application requires a 32-bit Java Runtime Environment
(JRE). It is known to be compatible with Java6, Java7 and Java8.

All the required files for launching the NXPCardServer application can be found in
‘ext/NXPCardServer’ folder of the A71CH Host SW package. This folder contains several
windows batch files (.bat) and application extensions (.dll), as shown in Fig 50.

When working with the USB to I12C adaptor connected to a Windows platform, the
‘NXPCardServer_I12C_Bird.bat’ file should be run to execute the ‘javaws’ command and
start the server.

This .bat file will call the ‘NXPCardServer.bat’ executable with the I12C Bird configuration.
‘NXPCardServer.bat’ will first check if Java Runtime environment is installed in the
Windows device. Then, the following environment variable will be automatically defined:

¢ JRE_HOME=%PROGRAMFILES(X86)%\Java\jre_version
Where jre_version belongs to the installed JRE version. This variable defines where the

JRE is installed and where the ‘javaws’ is. Therefore, this must be correctly defined to
call the ‘javaws’ function and open the local server.
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User variables for aleja

System variables

Variable

OA_PLUGIN_PATH
OPENSSL_CONF

os

Path

PATHEXT
PROCESSOR_ARCHITECTURE
PROCESSOR IDENTIFIER

Variable Value
HOME C\Temp
JAVA_BIN C:\Program Files (x86)\Java\jre1.8.0_161\bin
I JRE_HOME C:\Program Files (x36)\Java\jre1.8.0_161
MOZ_PLUGIN_PATH
OneDrive C:\Users\aleja\OneDrive - MobileKnowledge
Path C:\Users\algja\AppData\Local\Microsoft\WindowsApps;
TEMP Ci\Users\aleia\ApoData\Local\ Temo

New... Edit... Delete

Value

%CDSROOT\Share\caPlugins
C:\OpenSSL-Win32\bin\openssl.cfg

Windows_NT

C:\Program Files (x86)\InteliCLS Client\:C:\Program Files\InteNiCL.
COM;.EXE;.BAT;.CMD;.VBS; .VBE; JS; JSE;.WSF;.WSH;.MSC

AMDS&4

Intel6d Familv 6§ Model 78 Steooina 3. Genuinelntel

New... Edit... Delete

oK Cancel

Fig 48. Java environment variables.

The user should make sure that JRE_ HOME variable has been correctly created or
edited by opening the system environment variables editor of Windows. Fig 48 shows the
system environment variables editor on Windows. As can be observed, JAVA_BIN and
JRE_HOME variables are defined in the user variables window, while PATH variable
includes the contents of JAVA_BIN (right figure).

Finally, the ‘javaws’ command will be called and the NXPCardServer Java applet will be
started. If NXPCardServer is successfully launched, the window presented in Fig 49 will
be opened and the server will start to listen to the localhost:8050 IP address.

| £| 'SmartCard’ Server (v2.0.0.3); Reader Type: 12C (12C-Addr. 90h)

Server successfully opened, wait for request on host 127.0.0.1, port: 8050

Fig 49. NXPCardServer execution window.

In case these environment variables are not properly defined, the ‘javaws’ command will
not be executed; thus, the server will not be started.
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Authendemo 4
TB AuthenticationDemo-0.0.1  £/24/2017
% | CardServer

%] CardServer_|2C_Bird

7] CardServer PCSC

] CardServer_SMBus
demo

% Commenlib.dll

% HostRdCom.dil

& INISCCommWrapper.dl
doc 3

% M dil

4] MRCS00.diI
ext P> NXPCardServer | & mmesooregconteiuian

=) NXPCardServer

T8 NXPCardServer

i MXPCardServer_|2C_Bird
] NXPCardServer PCSC
%| PComm.dil
%] PCSCUtilall
] ReSim.dil
% RATO0.dN
B run
% SCComm.dil
4| Tiser3z.dil

| telpedi2.dil
%] Usbdill.di

Fig 50. NXPCardServer folder contents.

9.4 Running A71CH Configure tool

To run the A71CH Configure tool:

1. Open the Visual Studio solution *_openssl_a71lch_socket x86.sIn’. Note that in this
case we will be using the *_socket_’ solution since the APDUs will be sent over
TCP/IP to the NXPCardServer application.

2. Right-click ‘mainA71CH'’ in the ‘Solution Explorer’ tab and open the ‘Properties’
window.

3. Then, in ‘Configuration Properties — Debugging’ tab make sure the IP address
localhost:8050 is set in the ‘Command Arguments’ field.

4. Once the IP address has been defined, invoke menu Build - Build Solution to create
the executable.

5. An executable file called ‘A71CHConfig_socket’ will be generated in the ‘tools’ folder.

Considering the NXPCardServer is running, open a PowerShell by right clicking the

‘tools’ folder while pressing the shift key. Then, start the A71CH Configure tool with the
following command:

.\A71CHConfig_socket.exe localhost:8050 debug reset

And prompt the A71CH status information with:
.\A71CHConfig_socket.exe localhost:8050 info status
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fndows PowerShall - o x

jconfig K

Counter

Open
Open

Fig 51. A71CH Configure tool execution using the USB to 1°C bird.

9.5 Running A71CH Host APl usage example

Similarly, the A71CH Host API usage example can be built with Microsoft Visual Studio
and launched from a PowerShell terminal. The following command can be used to start
it:

_\mainA71CH localhost:8050

10. Appendix B: VCOM driver installation troubleshooting

If the Kinetis board is connected (Fig 52) and has been configured to perform as an USB
to 12C adaptor, the Windows platform should detect and assign it a virtual COM port
number.
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Fig 52. Left USB connection is used to flash the program from MCUXpresso IDE. Right
USB port connection acts as a virtual COM port.

To ensure that the Kinetis is correctly recognized, open the ‘Device Manager’ control
panel. The Kinetis board should be detected and labeled as *...VCOM Port (COMX)’
within the ‘Ports (COM & LPT)’ drop-down (Fig 53).

» -8 Portable Devices
4 7F Ports (COM & LPT)
"% Communications Port (COM1)
..Y5" ECP Printer Port (LPT1)
7 Intel(R) Active Management Technology - SOL (COM3)
- .}"F LPC USB VCom Port (COM33)
» I} Processors

Fig 53. Drivers correctly installed.

If the Windows OS does not recognize the Kinetis board, it would appear labeled as
‘MCU VIRTUAL COM DEMO’ within ‘Other devices’ as shown in Fig 54. In this case, it
means that the drivers need to be updated.
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K Monitors
&* Network adapters
4 -3 Other devices
s MCU VIRTUAL COM DEMO
& Portable Devices
4 7 Ports (COM & LPT)
15" Communications Port (COM1)
T=" ECP Printer Port (LPT1)
'Y Intel(R) Active Management Technology - SOL (COM3)
) Processors

Fig 54. Device not detected correctly.

In order to update the drivers, follow the next steps:
6. Right-click on ‘MCU VIRTUAL COM DEMO'.
7. Click on Update Driver.
8. ‘Browse my computer for driver software’.
9. ‘Let me pick from a list of device drivers on my computer’.
10. Select Ports (COM & LPT).
11. Un-check ‘Show compatible hardware’.
12. Select ‘NXP’ and ‘LPC USB VCOM Port'.
13. Ignore the warning message and click on ‘Yes'.

11. Appendix C: Running examples using Cygwin

1.1
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This appendix specifies how to install Cygwin and use it to run the examples and shell
scripts available in the A71CH support package from a Windows machine without the
need of using Visual Studio IDE.

Cygwin is a large collection of GNU and Open Source tools which provide functionality
like a Linux Distribution on Windows. It consists of two parts; a Dynamic Link Library
(DLL) and an extensive collection of software tools and applications that provide a Unix-
like environment.

Cygwin Installation

Cygwin programs are installed by running Cygwin’s setup program. This program
downloads the necessary packages from different repositories in the Internet. To
download this setup program, go to [CYGWIN]. Choose the adequate option for your
system (either 32-bit or 64-bit) and click on it so the download can start. Save it in your
machine and run it at any time to update or install Cygwin packages.

Once the setup program is executed, it will guide the user through the installation
process. The first step is to choose how to install the packages, which can be done
downloading it from the Internet, installing it from a local directory, or even downloading
the packets without installing them. Choose ‘Install from the internet’ and click ‘Next’.
Once an installation directory is chosen, it is necessary to choose the Internet
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Connection type. As can be observed in Fig 55, different options can be chosen
depending on the what the user considers appropriate.

E Cygwin Setup - Select Connection Type - O X
Select Your Intemet Connection
Setup needs to know how you want it to connect ta the intemet. Choose =

the appropriate settings below.

(®) Use System Proxy Settings
() Direct Connection
() Use HTTP/FTP Proxy:

Proxy Host

Port (80

< Back Mexat > Cancel

Fig 55. Connection type selection page.

Then, a list of sites from where to download the packages is provided. Either select one
of them or define a known site in the corresponding box. After a site is chosen, or
defined, the list of packages will appear, as in Fig 56.

E Cygwin Setup - Select Packages = o x
Select Packages
Select packages to instal E
View [Pendng | Search| Glear OKeep @Bet OSme [JText
Clmh.&-r\:ggjé Bn? Se? Categories Size Package o
i nfa Games 10k 2048ci- 2048 game for terminal
&y Sp s njo Debug 2% 2043-ch-debugnio: Debug info for
&Sk e Games 1371k 2048q: 2048 game for Gt/KDE
&5 W na Debug 225% 2048 -debugnfo: Debug info for
& Sip wa o Debug 3576 4&i2debuginfo: Debug info for 4ti2
&¥ Sp s no Audio 10%  AtomicParsley: Command-ine prog
&S na oo Debug 281k MomicParshey-debuginfo: Debug i
&y Sp ma na Lbs Math 103k Clnit: Clnit iz 5 Uink testing frame
&y Skio me na Debug 76k CUntt-debuginfo: Debug info for C
&%p Wa  na Devel Liba System. | £S& ELFIO. ELF file reader and produc
5o s s GNOME 3% GConf2: GNOME configuration da
&5 Wa e Debug 67% GConf2-debuginfo: Debug info for
ashe e Net 3k GeolP: GeolP C lorary
& Shp ma nia Net 24604 GeolPdalabase: GeolP Lie free]
&5 W na Debug 118 GeolP-debuginfo: Debug info for {
S W2 b Graphics 874k GraphicsMagick: GraphicsMagick
i Sip wa no Debug 3.488k  GraphicsMagick debuginfo; Debu
= oa s Graphics 146 ImageMagick: Image processing € v
< >
7 Hede absslele pachages
<Bock Carcel
Fig 56. Package selection page.
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In the View tab, the user can select which packages are shown (the full set of packages,
those with updates available, the ones that have not been installed, etc.). To download a
certain package, click on it and it will be selected for downloading.

To make use of Cygwin with A71CH, it is necessary to download the following packages:
gcc, make, Openssl and Openssl-devel. Fig 57 shows the packages that must be

downloaded.
10201 & Keep LG [m} Net 4,99% openssldevel: A general purpose cryptography toolkit with TLS impl ation (development)
4212 &y Keep o [0 Devel 44%  make: The GNU version of the ‘make’ utiity
7302 £y Keep ma [ Lbs 2% libgee1: GCC C runtime library
10201 &y Keep na  []  Base Libs 1,045 libopenssi100: A general pupose cryptography tooki with TLS implementation funtime)
10201 & Keep o [J  Base Net 580k openssl: A general purpose cryptography tookit with TLS implementation
Fig 57. Package selection page.

Once all the packages the user wants to download have been selected, click ‘Next'.
Confirm the packages to be downloaded and click ‘Next’ again. The setup program will
start downloading the selected packages.

11.2 A71CH application examples execution

It has already been said that Cygwin allows working in a Unix-like environment. By using
it, the examples available in the Host Library can be executed from a Windows machine
without the need of running Visual Studio.

Development PC i.MX6UltraLite
MCIMX6UL-EVKB OM3710/A7T1CHARD

8 Windows USB

E X Hostmcu
/

12c Arduino

Interface
Board

Fig 58. Running A71CH application examples with Cygwin setup.

First, it is necessary to download the Bash Installer of the A71CH Host Software package
[A71CH_HOST_SW!]. An SH file named ‘A71CH-HOST-LINUX’ will be downloaded. Run

the Cygwin terminal and go to the folder where the Bash Installer has been saved to run
it (Fig 59).

E Joygdrive/c/Users/mk/Downloads - O X

ik /DownToads

5 . /AFICH-HOST-LINUX. E|'||

Fig 59. Running the downloaded file.

This will create a folder named ‘axHostSw’ where the Host Library will be located. Using
Cygwin, move to the ‘linux’ folder and build the A71CH binaries, as in Fig 60.

AN12134 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.

Application note Rev. 1.0 — 09 July 2018 43 of 53
COMPANY PUBLIC 492510




NXP Semiconductors AN12134

A71CH Quick start guide for Windows

E /cygdrive/c/Users/mk/Downloads/axHostSw/linux - O X

$ ./buildA71CH.sh al 1|

Fig 60. Running the build script.

Once this script is executed, the following files will be installed in the ‘linux’ folder.

fherranzs
fherranzs

fherranzs None

Fig 61. Files created with the buildA71CH.sh script.

This way, the user can use the A71CH Configure Tool, the Host APl usage examples
and the OpenSSL Engine examples from the Cygwin terminal. To do that, connect the
i.MX6UltraLite board as explained in [QUICK_START _IMX®6], check its IP address, as
shown in Section 8, and run the Remote Java Card Terminal, also as explained in
Section 8.

11.2.1 Running A71CH OpenSSL Engine examples

The OpenSSL Engine examples are available in the /hostLib/embSeEngine/
a7lchDemol/scripts. For instance, the user can run the tlsPrepareClient.sh script to
provision an A71CH security IC for TLS connection. In the Cygwin terminal, run the
example specifying the IP address of the i.MX6UL evaluation board, as shown in Fig 62.
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E [cygdrive/c/Users/mk/Downloads/axHostSw/hostLib/embSeEngine/a71chDemo/scripts - O X

and insert these keys

lebug reset

Fig 62. Running the A71CH provisioning example using Cygwin.

Once the script is run successfully, the A71CH will be provisioned and ready to establish
a TLS connection to a server.

11.2.2 Running the A71CH Configure Tool

Using Cygwin, it is possible to use the A71CH Configure Tool without using Visual
Studio. As an example, to run the ‘info all’ command, just run the command shown in Fig
63 (with the appropriate IP address and port).
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E /cygdrive/c/Users/mk/Downloads/axHostSw/linux = O X

50 info
71chConfig (R = ¥ N 0 ze at 1ink Ta
Tl 3B.FB.1

0x02
4096

3:01:03:

x01 0x000
ge Data (128 s s from offset Ox0

Fig 63. Running the A71CH Configure Tool using Cygwin.

11.2.3 Running A71CH Host APl usage examples

Similarly, it is possible to run the Host APl usage example by running the
A71CH_socket_native.exe application. The information about the A71CH Host API
usage examples can be found in [AN_A71CH_HOST_SW] and in the Doxygen
documentation [A71CH_HOST_SW!]. Fig 64 shows the result of this command in the
Cygwin terminal.
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E /cygdrive/c/Users/mk/Downloads/axHostSw/linux — O X

.exe 1
ple applicati

Chunksize at link lay
81.31.FE.45.50. .41.43.45.48.4F.4C.44.45.5

\pplet Ver
SecureBox V

Start exAesRfc3394Precooked(Reset)

Key (0x05)

Fig 64. Running the A71CH Host APl usage example using Cygwin.
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All the references contained in this document are listed in the following table.

Table 2.  References
[SCI2C] SCI2C Protocol Specification Rev 1.5 or later (restricted to 1.x
Revision, NOT compatible with Rev. 2.x)
[OPEN_SSL] OpenSSL Cryptography and SSL/TLS Toolkit information -

www.openssl.org

[A71CH_APDU]
[A71CH_HOST_SW]

[FRDM_K64F]

[FRDM_KB82F]

APDU Specification of A71CH Security Module - ds409420

A71CH Host Software Package (Windows Installer) —
DocStore, document number sw4673xx*, Version 01.03.00 (or
later), available on www.nxp.com/A71CH

A71CH Host Software Package (Bash installer) — DocStore,
document number sw4672xx?, Version 01.03.00 (or later),
available on www.nxp.com/A71CH

Kinetis FRDM-K64F -
https://www.nxp.com/products/processors-and-
microcontrollers/arm-based-processors-and-mcus/kinetis-
cortex-m-mcus/k-seriesperformancem4/k2x-usb/freedom-
development-platform-for-kinetis-k64-k63-and-k24-
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cortex-m-mcus/k-seriesperformancem4/k8x-secure/freedom-
development-platform-for-kinetis-k82-k81-and-k80-
mcus:FRDM-K82F

[MCUXPRESSO_IDE]

MCUXpresso IDE -https://www.nxp.com/support/developer-

resources/software-development-tools/mcuxpresso-software-
and-tools/mcuxpresso-integrated-development-environment-
ide:MCUXpresso-IDE

[OPENSDA_FIRMWARE]

[MBED_TLS]

OpenSDA / OpenSDA V2 website -
https://www.segger.com/products/debug-probes/j-
link/models/other-j-links/opensda-sda-v2/

mbedTLS website - https://tls.mbed.org/

[SDKBUILDER]

[QUICK_START_IMX6]

[12C_BIRD]

MCUXPresso SBKBuilder website -
https://mcuxpresso.nxp.com/en/select

AN12119 Quick start guide for OM3710A71CHARD i.MX6 —
Application note, document number 4582**!

http://www.ascot-gmbh.de/download/download.de.html

[AN_A71CH_HOST_SW]

[CYGWIN]

AN12133 A71CH Host software package documentation —
Application note, document number 4643**!

Cygwin Setup download - https://cygwin.com/install.html
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internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

13.2 Disclaimers

Limited warranty and liability — Information in this document is believed to
be accurate and reliable. However, NXP Semiconductors does not give any
representations or warranties, expressed or implied, as to the accuracy or
completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
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whatsoever, NXP Semiconductors’ aggregate and cumulative liability
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own risk.
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